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(57) Abstract: 

PROBLEM TO BE SOLVED: 
being copied illicitly. 



To prevent information from 



SOLUTION: A hash function and a service-key are stored 
in EEPROM 27 of a DVD player as a source. Its ID and 
license-key are stored in EEPROM 50 of a personal 
computer 2 as a sink. In a step 1 , the player 1 requests 
the computer 2 for an ID. When it receives the supply of 
the ID, the player 1 applies a hash function to data (ID 
H service.key) that is acquired by connecting the ID and 
a service.key and acquires a key Ik. Further, it creates 
a key of cryptograph sk and transmits data (e) that 
enciphers it with the key Ik as a key to the computer 2. 
The computer 2 decodes the enciphered data (e) with the 
ticense.key as a key and acquires a key of cryptograph 
which is equal to the key sk. 
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(57) [5ft] 

[*PSt^ai ^ t bTODVD^V— 1 CDEEPROM 

2 7{£, hashll^: tservice_keySr|B«LT^5< 0 W 
^ k LTtO/^V'f/U^ ytV^-^ 2 COEEPR0M5 0 M 
te. -€r<^IDtlicense_keySrfEltLT*5<o ^X^^S 

itc*5v^r, dvd^i/— tin y^-^^^t 0 ^.— 

^2Jd*S-U"CIDSrS*i-So ID<Dtt^£g#fci*, DV 
D^V—- V 1 fcfc, IDtservice_keySr»«Lr#e>*bS'7 ? 
— * (ID || servicejsey) (C** bThashg^:£r51/B 

«lkSr«fc LTHf^fcLfcT*— * e Sr^— V-Jvl^ 
^ — 5 2(-e^5 0 y^A-^fc 0 ^ — ^ 2 IS, r 
(Dm^iky*—? e £rlicense_key£r«t£ LtifL, Pg 
^sk^LVNflf-^gisk' 
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$ S S3 

^^^ in 
iK fKiKiK "K 




1 

[#fFW*©«5H] 

Sri£-rr £ tc*fi-5fpBrfc*fJE£:-t-S^ 1 ©=¥— LKtrlEtt 

uMaft 1 ©*— lkh\ itflawKi^— ^t, sfj£©*&3* 

»flWnE«*l-a**i-5IB 2 ©=5r-SVKt£*-3^-C4y* 
3ftTv^ifc*^£i-*M«M&«3S«. 10 
[ffi*9l2] ifJIEft 1 ©^-LKSrfflV^ Misfit 
tt&aSBft* 6>eS6 $ tlX # WHWfc £ tt-C V * 3 ft 3 © 
*-SKSr«-lH-S S S r i 

« *: -r 5 it i icje»(omne^mo 

im&mi] flfrf2ft3©=*— SKfi. i-50t5--> 3 y 

^*SV>-C^©ft4©^— SS£, MIB-fes'^H >p^(ci3 20 
V^T^H£;h,5ft5©^— Si£K£ 9#f/££*VTV^r 
£ 3 (£lBtt©ffittte9£e1t. 

«a*SL»«r*±1-* i #©*j»**sw-r 

6] IWBE1»#SH:» **©flMEft 1 ©*— 30 

**#a«:. 1Hre*&©tlWMBJB6«a»&ea&§ 
ftTtfc, 1W(c©«nEJ(Sl©*-LK©«t»39»fe, AMEUm 
&WWi-6* *«BU9*— ^Kl»JS"i-S«WE» 1 ©^r-LK 

tt £ "T * R** 2 fc: Ctt©««U&aiS1K. 

[it*^8] iwb*— «ne*— Srfflwr 40 

Bf-fHt; £ ti/r ei£ $ tbfcT 5 — 9 Srffi-^-fb-r 5 «> ©^~ 
2 tc«eft©tftt«ia&ft, 

I w*« 9 ] ttfiafli©ti»$&toasfe«/s> h jwrrawMf*- 
©fit tt&aKit fc-taaH- s ean« *■ s h {cm *. * - £ 

[«*S10] fufBftl©=¥-LK£, j3fo£©HB£!c£rffl 

i (cis«©it#Ma^«o 50 
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2 

[f»&£ 1 1 ] mmmvm&L&mmnfrb&mzivx 

Ziz* Bt#•^k^i^^TV^^'tf#RS•S^Iie^3©^— SK^Srffiv^ 
rtttfcfeSIc^ LT V fltfflEft 1 ©=¥-LK^M«ri- 
5 JWr^S* $ ic« *. S r. t ?r#m i -f 5 Dt^qi 3 (C 

^©iMwaauMk 

MlEft 1 ©*-LKf*, StrflEMWUf-^i:. FrJE©*Ma«r 

JSi-ffrlElf 2 ©*— sm:*<sv^-c&j5fc 

[it*«i3] i»i*KH«"©«aif*-^i:, ffi© 
tit £*vr # fc^ffe©« $aicgif^©fe 
asrJSi-r t ^t-st^-aws-rsft 1 ©=*-— lkstIb 

Bf^©if most bTfpw ^tbfcMasr^T 5 *aa^^ y •? 

Urt-KnEWWfc^^Si-** 2 ©*— SVKfcS-cSV^T^J* 
j£-r^^l©=Sr-SVK£, 0f«©H*SrE1ti-Se«* 

at, 

MlEitSiJ^— * t jiflfBg? 1 ©^— SVKii^J-UTttlfEBa* 
SriifflL, JB2©*-LKS:iSWM-*»l©^*^«i, 
ft 3 SKSr^fiK-T 5ft 2 ©^JSfe^a t , 
tfflEft2©*— LK^ffiV^T, MIBft3©*— SKSrBt-^-fk 

t5itt»ttt« it #^ass„ 

H»*B 1 5 ] SfJlEft 2 © *-LK£r , «rflE3f 36© M^: 

i 4 (cis«©w$B^as« 0 

5«*« 1 4 fcCttoffiSMQWIt. 

aT#-?-Sr|S{g^-5r £Sr#'#£-r5ff*:«l 4lc|S« 

©«#^a^»„ 

[it*« i 8 ] ^©it «*Q!a»«Keai-f 
i^i-5ft l ©^r— svKt , 0f^©M^:^iEtS-t-5IEl«x 




3 

IWEWBU?*— * ilttJlE0 1 ©*— SVKfc*frL-CMlEBfl# 

0 3 SKSr^g-f 50 2 (D$u$L*7- y 7 k , 
MSE02©*-LK&fflV^ M1B0 3 ©*-SK£B#-§-ft; 

u iwBflfc©w«ft!.a»itKiesi-r z>m^t*<T y?k 

r i: §r#t J: 10 

fcatfflU 0 2 ©^-LK££/£i-501 ©£/&;* Irs/:/ 

0 3 £>3r-SK££/&-r5fg2 ©£j£*7" y^ 1 1 , 
tMB02©*--LK<§:javvt\ iHllE03©3r— SKftHf-f-fb 20 

[nr#s 20] 01 <Dm$nmmmm t 0 2 ©if sa^a 
tfflEft 1 ©ffitt«a&*tt:« 

W1E0 2 ©fit #««»«i::eai-«««fc»^4JR 1 
cD^r-SVK k % 9f)EOBB«SrE1»i-5fB 1 ©fE*#a 

f5|E02©1f^a^B^C>, ^ft,KtRl9M5-Cf>;h/rv'> 30 

5»»j7*-^©eafes:sw-, start z&mmgLk. 

MIE^BUx— * £ SfrlE^ 1 ©*— SVKte:MbTt8iE8fl^c 
SriSfflU 0 2©^-LKl£-#y^501©£/£3M8: 
k. 

0 3 ©*-SKl Sr^bjsK-rsJK 2 t . 

liftlE02©=*— LKl&JlV^T, flME03 ©=*— SK1£R£# 
fbU MfSm2©1f#*n ! a^«lce^-f-Sllt-§-'fk¥Si: 

©^a&is-rr t ^j*H-5ffBr^*fjESi-s^4 ©=3r— lk 

flttCflU ©*— LK2«rJ8V^T, fttr!E0 1 ©If $&*&aSS 
*»fefia6SrSrt^ l«^b$;fr-CV>5iJirlE03©=Sr-- SK 

[It#K 2 1] 01 ©w *&9tts tI2 ©if fg^a 
set (-<t 5«j***v«w«wiM^yA©fflf««!.3a* 

flfflEff 1 ©if «U&S£BI*. 50 
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stusm 2 ©*«to3ffi6«fces6-rs*«fc#*i-*jB 1 

©=¥-SVKt. Bf^©H*SrB1g-t-S*l©|Blt^^s' 

*fJiE02©1f#^aSe^?>> th/fctdaSTfefi/O'' 
■6 MM?*— *©&:&£gtt, ^ff-r^S'fl^T-s'T't . 
BtJlEl&SiJ^-* i M1E0 1 ©*-SVKKi>tf LTtKnEBfl* 
SrjgJSU 0 2 ©*-LKl££/£i-501 ©£/£;*. 'rs' 

0 3 © ^— SKI Sr^-f 50 2 <0£j&* =r y ~? k , 
fltnBJ&2©*— LKlfrfl!lvC\ mI|E03©=3r-SKl^Rt-§- 

asu ttriE02©tf«Ma^*(C'e^-r5Bt^k^7 i 5' 

flffl£& 2 ©flttt&a&Ktt:. 

e^g#t@*©BfFfSitSiJx-^i:> 3f«©««fcgf3e 

©^aasrifei-r. t K^5fF^t£;tt/&-r504 ©3r— lk 

2§r|El«-t--5IEtt^.^ s' 7" t , 

tMEJB4©*-LK2«rJSVvC, 1IU1E0 1 ©If S&lStt 
*»e>efilSrS»tfc, Bf#flsS*trv^lMBfB3©*— SK 

[it sfcsj 22] 01 ©it $g«ta^« 1 0 2 ©it $R&ia 

i£S£t£<fc9«/££;ft5tf?R^a^;*7 L .£.©. tfllE01 
©'ff$RtoaS«^*Jfflli--501©^ , ^^7At> MfBft 
2 ©WfRMa^SSrfiJfflli-50 2©^a^^At fr&ft 

f}iE01©7 p a;7 , 7.Mi, 

sfria0 2 ©«#««iifc^r s w*te8*s-*-5# i 

©=*— SVK£ s ^©MmSrlHti-r.50 1 ©sEttx-r- y 

ttj|s02©tf$R*aasB^e>. ^ntcfj 9 STbnrv^ 
tttfEWBU?*— * k WS.% i ©*— svkic«- fflrEHJR 

SriifflL, 02©#-LKl^^-t-501©^^.^?' 

0 3 ©^r— SKl§r^i-50 2 ©£/j£^ ^ t . 
tfrlE02©^— LKlSrfflVT. ttIIS0 3 ©=Sr— SKlSrBg-§- 

ibu MiE02©if#*!iasa^e^-r5Bt-§-^^?' 

ttIiB02©7'o^7A(i> 

a^g#{c@*©ttliEgftgiJx-^t, 0fS©if$Bt-Bf* 
©«ia?rJg-rr t SttT*ti:#J£-J--5 i&4 ©#-LK 

2^fei«-f-5iHti^7 i y p^t , 

ffHH04©=3r-LK2^fflVNT, ftrlE0 1 ©W^S^e 

*»6>e:gfeSrsttfc, «t*fls**fcv^«refK3©*— sk 

1 $T«-f§-r s ^ y y k *m z> ^ k k -r z> 

[ff*3S23] 01©*— Lk, 0 2©=3r— Lk\ 

tfgrf>fe©IB*G srBit-rsiB*^a t , 
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5 

HfJiESg2CDdr-LK' frffBSS 1 ©=*~LKi , tilfBBiSfe 

ttrsaKit^att, g # g #fcB*©«8Uf-^ ft- $ e> i£ 

ia»r s r t &mk t -r zm&m 2 3 {cia«ow#*as 

[ff:ftK 2 5 ] tfllEjg 2 ©*-Lk' {4, tMEMaUf*- 

svKta-Jv^r^fej5!i**brvN*9*— ^hst, tdfE^a 

*b § SlfSiaifcpRNG (LK) (cS^l -> T£/& JWr-^R 

ff|4©=Sr-SKft-, WB»2©*— LK'ft-aWBH»Gfca 

ffiLT#e>^S-7*-^G(LK') ffJlESSfisl SLI&pRNG (L 20 
K) Srffl $ (Cftx £ £ i ft 

[11*12 7] #1©*— Lk» *2©*— Lk\ iSj: 

^©«$&&asg-$> ?>e^ s * fcM ^©t»#(-*f l 

i3fEf&2©dr-LK* i*, ffrSEfg 1 ©=3r-LKt , KTIBPB« 

G©ifiH»GMlca^v*T^S;frTV*$£*fc4$* 

[f»*«28l SSI©*— Lk, J&2©-¥— Lk\ *3<t 30 
tm 5£© BB»G SrflEfltf- 5 IB** ^ y 7" t . 

m<Dmmmmmm^ bfcxkmvxz itm «©« #fc*r u 

mFlB^2©-3f-LK'f*, f>rfE01©^-LKt. MIEBSm 
G©a^BI#:G"-l(cS'^V'>-C^^"5tl'"CV'>§"7 p t3 ^9 A 

ft-JUfc-r 5 <t ft-4$m i i- s iWK 
[ff*«2 9] te©««waaH6iit!:ea&i-sfflf*fc«- 

JS-T 5KS 1 ©3r-SVK£ » Bf«©Bfl»Sr«E'MH-*fait^ 

St. 

£ 2 ©*— SKfir4*-rs*J«^a t > 

KfSlWJf-* fcttrBW 1 ©*— SVKteStfLTllWBgffiB: 

t-3lfflLT#5>ttS^{aa^:pRNG(H)SrfflV^-C, MlBffi 

2©*-SKft«f-JHIsU «rett©«*MDsa«fliic:esti- 
t»*«3 0] te©««te«siifcteaH-atiHSfc*i- 50 




1-5 3 2 6 4 

6 

fc-tzm 1 ©3r-SVK£: , 3f SoHftftB*-*- SIE** 

«HBtt©fl!f«MD!3ffiSt«ia»e>, *ftfc*»>*!STS>*i,T^a 

IS 2 ©*— SKSrdfe^-t-S^E^y y^t, 

5'> f "^c^ifflbT#•b^^2)^^^^SL^:pRNG(H)$rfflv^r, tfi 
e*2©*— sKft-iKf-iwisu iWEte©tratf&««ii«-e 

[11*131] te©«^a*w;:fi^-*-3«»fc:«- 
1 ©=¥-svKt , 0fs©H*ft-eurt-sEit^ 

«auf-^©ess«rgrt, ^m-r^m^yzfb. 

fg 2 ©-3r— SKSr^Si-S^g^^ b , 

IMEWBU?'— * itMBIB 1 ©*— SVK»^»bTilWBBHR 
ft-aifflLT»t.^.5-7 5 -^Hft-, llWEaWHaft*^^^ 
y^K^bT»fo^*J|«Ha»pRNGOOSrfflV^T» M 

ejR 2 ©^-sKft-BS-a-'fk l, Miaftfe©«^a^« 

[it*s 32] mi (Dmn&mmm tns2 ©w $bmsi 
mum 1 ©it 

wib^ 2 ©flMMassatfceaH- * w«t»«i- sis 1 

©^r-SVKi, *l©Bfl»*«:ett-*-5j|Sl©|Bl«#a! 

nrEJK2©flt*«! : a»ii*»e>, ^^wo ^-c?>;h/r^ 

^ 2 ©*~SKft*£|*-t-$£/*#a! t . 
JWHa*Sr«4fer* JWHa»3B^*S t , 
MIE^U^-^ t SffflHSf 1 ©*— SVKlcfcfb-rflnEBWKh 

ni3iflibT»e>*b5j!iffiia«tpH«aosr«v^-r, itriBts 

2 ©#-SKft «f#flS *frl5^ 2 ©1t$RtoJ82g*<-e5£ 

wib^ 2 (ommmmmmiz. 

®3©^-Lk, m4(D*— Lk\ *5J:U5FfS©li*GSr 
IBit-r 5 2 ©istt #19: t » 

wih^ 1 ©««ftiaisitd»feea6Six-c#fcBfs©«* 

t5IEM4©^-LK'tt, ttJiam3©dr-LKt, MIEM^ 

G©ii»BBItG"-ifca6<Jv^r4j«$*vrv^5r tft*MR 
3 3] * 1 ©ffir«UtQJUtt1B i!2 ©flHMQSI 
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7 

mmm i <om^mmm-i. 

IttflEWBUf*— ^ ilWIia* 1 SVKtC*J-UTMfEli»h 10 

mieis 2 <©it #^ag««, 

03<£>=»r-Lk, fS4CD3r— Lk\ *S J:tfi5T^<E>gS$CG£r 

ffilEgU LK' fit, ffr!S^3»^r— LK£, SJIEBS* 20 

G©3S»BB»G"-lfciS<3v^-Ctoife**brV'»*r fcSrWft 

[«swi3 4i ^i©«^a^«t^2<Dit#®a 

©«««BffiBi11Sr«l«l-t-**l©7'a^9Ai:, tOTEfff 
2 oflMKftgglS* Sr»J*W- 6*20>:rn^9.6> 

mibks 2 ©«««Mitfc^-r* w«^»js-*-sjis i 

©^-SVKt, Bf^»ia^:hSrfSlJi-t--5^1©fEti^7 i 30 

fWBEWBUf— * £ MflBfft 1 SVKlc» LTttllEBa^h 

S'7 p ^CJi«bT#^>^^5aMf5L^pRNG(H)S^fflV^r, m 
E»2©*-SK*Bt*fbb, ftflBSg 2 <Dfl? $RM3=gW- 
e5£i-3R&^b:*x;>7 P ££«;t. 40 

3&3©^-Lk, Lk\ *SJ:lfi3f;£©BMfcGft- 

lEtS-fS^ 2 ©fEtft^ 7-y-yh^ 

mem i ©««*a3a»«*»6>eais*i,T* fcsf*©«« 

ftrlES&4»*-LK' fit, ttflE® 3 — LKi:, f5IE83^: 
G©i»H*GMfcai<Jv*T^;SfrTV^5££&4W 

[000 1] 50 
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[0 0 0 2] 

^ ft if©t^«&, ^j^tiiEEE i 3 9 4 v y x/w** 

[0 0 0 3] r©± 5 -Mil*? V-'T, 0>J;Ui— ^ 

dvd^w— -Yizx *)W£.m7j£titc.wmm 

#£r, 1 3 9 4 ^ LT*^^ Cffl^3 L, 

****Sff»tts — JttWK:, DVD (^-Y *;?) SrISA 

v-'StcDt L*»b^case>s dvd:xv~ if 

#:(C|B»-T ?> ©WSUftim^S 

SrlBttcL-C*^, r £rflJJBLT, -^©ft 

[0 0 0 4] r©j:5ft*a-» efefflf$ft£e;&i-5<BJ© 

(KT. iOJ:5ftS11Sry— ^ (source) bUPt 

(sink) t»-t-5) £<Dra-e. *B3Mffl©sea s jfi:E 

[00 05] i41it rcDJ: 5&8«E£fT 5^*0^ 

^n-m^^^E-y tciBijiL.T*5<c ^©Kifcft*. 

[0 0 0 6] y— ximtr ^r5l^b, ^Srl 3 94 
f fc*rb-ca»rSria«Lr, x (= f (r) ) SrfeS 

[0007] — v-^^ffiij(c*3v^r(i. y— ^•ffi!i*>p> 

te^^tvT#fca»:r SrHKf KjUHLT, y (= f 
(r) ) ^WS. ^LT, r<Dy S-y-^ffilJSce^ 

[0008] y— *iMt;i*5V'>-ai, ^{-<t 9*»fex 
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ifc-rsa^a* (x = yc$>5a>sa>) *wfe-rz> 0 mm 
as— SLtv^n y-^MMts. ^^-ras-jEysftitSffi 

[0 0 0 9] r©3--4LTteu */ls91fi&m\sX%tz. 
y£M$:f caWLT4rtLfc*k (= f (y) ) a*,ffl 

i&mmisX, k (=f (y) ) Sr^-TS. 

B£^fl;$;frTv^lfc1iJ^— *«rffi^?-5. 10 
[0 0 10] 

5 *^fet-*5VTtt, y— *4fcM:S'l'* 4 LT. 7^— 
*«ri!B^sr^T©»f##a*, ra-©BB«k f Sr8H£ 

[0 0 1 1 ] ©*£;*, $);ttf. ^jE*3-— tf^io 
t, io©m^«»»!:fiy*SiLrv^H*f a*»*ivT 

as«rfg4ft5„ 

[0 0 12] #38^113: i©<fc 5fc#iRfc«#-Tfc£;h,;fc 

*>©-?*> v , Ht-§-*fc{4^!-^^wiRa5?s*nfe 4 

(c^f9i-*-rr tast?#^cVNj; 5 U <fc 9^+4 £r HIS 
[0 0 13] 

[RjHSr«Bfc"*-5fc»©^a] iiMtS 1 i-lEft©*^ 30 

i^a^a*©*^— *&©*«*& 

•f-r 4 fc^Sff^riii^i-S* 1 LKSrCttf*-* 

Ma^tSr^lx., Sgl©=¥- LKtt, gfcBU^-^4, 

[0014] nt&Bi 2 fc^©«*»*6f8eH:, S# 
i #u:H*©*auf f *-* 4 , *to««te3ffift«a» e>eas 

yft&m*.* mi<z>*—Lm. msar-ft. m&<D 
mm&m-rm mz-Mfc-r 2 ©*— svKfca6<Jv»T£ 

[0 0 15] 3{cfBMt<omm#tt. H#li# 

icb#©mmu?*— * 4 . m©w sB&aisea* be^t $ ^ 

T# *:Br5t©fi «fc»r£©*ft«fclfc-*-r 4 fc^f-t-Sff^r 
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2 ©*-SVKKg<S^T£jE£ 
t^5/n^7i Srftffci- 3 r 4 fcW* ti"5o 
[0016] 1 4 fcLlE#©fflf SMfii, ffc© 

mn&mmw.iz-fc&-rz>mmz.tti&-fz>m 1 ©^— svk 
mfab. tw-i 9 a x h frx v ^ s m^— 9 ©e^sr 

Sit, gfrrsSW^ISi. «SU9*-^i:*l©*-SV 

4. fg2©=¥-LK£fflVvt\ US 3 ©*— SKSrRf-^ffcU 
£#t*4-f-£„ 

[0017] mm. 1 8 fcE*©flMRfta#ifcB\ -fife© 

mmmmimiz.temi-zffimz.tt)&-rz>m 1 ©=*— svk 

4. Bf^©M^^IBt»-rsl3lfx^ 5/7*4, tt©1lHftftk 

©dr— SVKtiMbTiS^SrMfflUs ^2©dr— LK§r^J5fe 
-J-SSSl©^*^*:/^ jS3©*-SKfc4y*f a* 

2 ©£/&*. T^:/ 4. ^2©3r— LK«rJ8WT\ §13©=* 

— SKfcflHHfcU ■te©'t»**o ! a^«^e^i-?)Bt-§-'ft:^ 

^ y 7° 4 SMI*. * £ 4 4 5. 

[0018] i 9 ^mm^mmmm^ m<omm 
f&mmmiztem-tz>ffimiz.ttfcirz>m 1 ©=^-svk4 , 
^©Mfc*iaiti--5lEl«x^?'y p 4, -tewW^a^ 
ea»e>, %:tuz&i9 mx ^nxv^zMmy*— ?<Dtem& 
sit. SM-rssw^7 i ?'7 ,, 4, »Jf-^tsio# 

-SVK[-*fL.TBS^:Sr3iffib, ^5 2 ©^-LKSr^i" S 
Hl©^^f 1 5'y , 4, ^3©^— SKSr^i"SSg2© 
^^7"5'7'4, !g2©*-LK£r/BV^ *3©*— SK 
Sr«F*ibb. ftfc©«$g^aS«(-'B^-t-?>Bt#<t:^7 i 5' 
7" 4 Srfll* 5 ^7 A SrJi^-r 5 ^ 4 4 i" 6 0 
[0019] f»3fcB2 0JCI2*©W#*Q : av'^7 i Aii > 

i ©««ftaafi«ri, ^ 2 ©w #Masg(-B^r a 
tim^aNS-rsis 1 ©^— svk4 , ^©Mm^ietsi- 

5*l©Eiat#«i:, *2©«*Ma3ffiBifll*>fc, 

Sfa^©4> ^UT f -^4^l©dr-SVK}c*fLTM^: 
SrjlfflL. ^2©^— LKlSrdfefiE-rsgfl ©£jjfc^ 
4, JS3©*— SKlt^i-Sf(5 2©dfej«#ai:, ^2 
©^r— LKlSrfflVNT, 3 ©^r— SKlSrBf-§-fbb, ^2© 

«*aasen. s^e#^@*©^su7*-^4, ^© 

4©^f— LK2SrlBtti-S^2©lB'|g^g:4, I4©^-L 

K2£jii^-c, *ii ©tf$B«ta^«a^e^SrS(tfe, »t 

-§-fb £ tuT V % S % 3 © =Sr-SKl Sr«-§-T 5 4 
[00 20] 2 1 KiaR©fflrt8«Hffl*«feW:, % 1 
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(£#j&-r5ftl©*-SVKi:, 0f€©BB«SrE»*-5* 

&m*7-y-7h. fcJBl©*— SVKKStfL-C 

H*8r»BU ft2©=*-LKl££/£ir3ftl©3i^ 
T?-7b, ft3©*-SKl££/£^3ft2©£/£;*ir S / 
7°b. ft 2©*- LKlSrfflWC, ft 3 ©#—SKlSrl*-§-fk 

©flMw&aasitH:, a^a^fcia^-oMau^ 10 

nffc^iS-f S ft 4 © =¥-LK2 SriEHghhS IB** fy/ 

ft4©dr-LK23r/B^T, ft 1 ©til *R*l9&1K;ft>g> 
e^SrSftfc. WHWb$frTl**JB3©#--SKl«r«-* 

[0 0 2 1] If *S 2 2 (Cfe«©ii«^^tt, ft 1 ©7" 

■cfe^rv^Mwu^— gft-rssft* 20 

ymf— 9bWH<r>*~- SVKi^LTgS^Sr 
SSJBU ^2©^r-LKl^JEKi-^^l (D&J&a^yT' 

ft3©3r— SKlSr^-T5^2 05^^7 L 5'7'fc. 
ft2©3r-LKl&fflV^ ft3©3r—SKl£Hff-!Hk;U ft 
2 ©Iff ^a^atC-BM-f 5 Bf-^f k X :r y -7 b ^ 

^5ft4©^-LK2£lE«i-31B«;*7 i s>:7'i:, ft4© 

?> 7 s t 5 r b b -r 
[0022] w*« 2 3 (ciB«©tt guoMEf** ft 1 

©dr-Lk, ft2©=3r-Lk\ *3 J;tfj3Ffj£©BS$:G SrlBIg 

Er€©tiMRfc*f LTfFwrsnfc^asr^ 5 ^a^a t £r 

fll*., ft2©=3r-LK' », ftl©*-LKi, M^G©^ 

[0 0 2 3] jft&R 2 7 fcflB*©«WaS£Sr85tt, ft 1 
©3r-Lk, ft2©*— Lk\ ^ ^^^©iilKGSrSBlg 40 

S^tSrll;^ ft2©*-LK'«U ftl©*-LK,fc, BB 
*G©a»Bfl«G"-ll!i*<5v^-C*j«**fCV^ r b £4# 

[0 0 24] SfsfcS 2 8 teia«©fHfc«Mm> ft 1 ©Sr 
-Lk, ft2©=*-Lk\ S8J:l^rJfe©IB*GSrlEli[f S 

«if^©if#(-*f bTfF^r^tuTt^a^ 5 #ia^ 

tSMlx., ft2©*-LK'tt, ftl©=Sr-LKi, Mf&G 50 
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©j£M$5cG "-1 V £ tuT V ^ 5 7" c ^ 7 ^ 

[00 25] If 2 9 fclBttOttttteaSSBtt, te© 

it mmmmmz-mm-t z>mmzw&-r 5 ft 1 ©=¥-svk 

BU?*— * £ ft 1 ©*— SVKteSfrLTBBSfcSrSyi Lt#?> 
gSMSLgfcpRNGOOSrffll^T, ft 2 ©3r-SK£rB£-f§-|kU 

[00 26] Ift&gS 0 fc|B*l©flt«MQa*«feH:, {&© 

ffi$6^a^S{-'Baii-sffi$6tc>isj-^i-2)ft 1 ©^r— SVK 

t, ^fS©^^lStgi-S|B«^^5'^i, flfe©*^ 

mmmfrb, ^tuzmy^Tt>i%x\^z>mi}y f — ^©e 

^SrS:{t> SfH-t-SSff^^^^i. ft2©*-SK£-£ 
^^^s'T't. ltSU^-^i:ftl©#-SVK(c^LTM 

m*mmisxmn>}xz>7 ! —9H*^ mu&,m&±x^-y 

^afflbT»fejh,4«iHSa.»»MW(H)*fflV^» ft 2 

©^— SKSrHf-ff-ffcU ^©'ff^a^BtC'g^-t-SBt-i- 

[00 2 7] fl»^3S3 1 {-IB«©«W«#:tt. 
fea^S^e^i-Stt^f-^-f-^ft 1 ©^-SVKi , 

git. Sff-r^gff^^s'T't. ft2©^f— SKSr^flfci" 
fj'T'i:, i^SiJ-r— ^tftl©=5r— SVKfc*j-bTSa^:Sr 
afflbT#feix*««Ha»pUNCOOSrfflV^r. ft2©=3f 

-SK^st^ku, te©W**a3S«cfi»-r steals* 

^ j/ 7" t $r{f ^ S ^ n it y A SrHWi- 5 r *W«t t i" 

[0 0 2 8] »*53 2(C|S^©WS«! ; av'^7 i A[i. 
ft 1 ©If SR&SSHBte, ft 2 ©f»«*ia«11K:eaH-3 

W$R(c*fjc£:-r^ftl©^-SVKt, ftl©Sa^hSr|H«-r 

*»i ©latitat, ft2©tttt«La»*a>g>, 
a»sr*^i-sK(fta**^#a t , msur—* t ft 1 

(H)^fflVNT, ft 2©=*~ SKSrWMHfcU ft2©1f$R«i 

a»mc«52j-t-si«-iHb#afcfe**., ft2©tt#®a 

gflj:, ft3©^r— Lk, ft4©=3f— Lk\ *5,tt^Bff^© 
BS^G^|B«i-^ft2©|Elit#at, ft 1 ©if $B#ka=& 
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S<Hf 5ft»«i«r*l*.» ft4©3r-LK'[3u ft3© 

*-LKt. 8§*G©a»iMfcGMfc:a^v*T^£*i/c 

[0029] m&K 3 3 (cia«©if ft i 

©it $6^a^aii, ft 2 (Dmmt&mimmztem-rzffi m. 

1©*-SVK 4:, jSJg©Bfl*h«r«flH-*JR 

i<DiEit^7 i ?'7't. ft 2 ©ft ^asma^, ^tbt- 
mmm*ft^%MMnmk5L* : Ty~7b. mm io 

SJI^ft*pRNG(H>«rJBV*-C. SI2©*-SKSrW#flS 
b, JB2©««fta»«ceS6-*-«Pt-^t^^3'^4:Sr 
» 2 ©flMWaa^Httx ft3©=3r-Lk. ft 4©* 
-Lk\ feil^JfeO^GfcflEllrtN&JI^©®*;*^ 

m©W«M^ita»e>^3ftT#fcj^je© 

X., ft 4©*— LK' 12, SB 3 ©3r~-LK£ H*GOiJ»ia 

[0 0 3 0] ffi&£ 3 4 tcCtt©«{H£iE#tt« ft 1 ©7" 

d^au, ft2©tt$fttoSS«^e;&i-5«$ftl£#j£ 
-fSJBl©*— SVKfc. MJ£©BMHi*lE'ir*-S»l©e 

*2©i»«tea§giia»fc» **umtit»s 

ft2©*-SK&£/&1-5£/&*ir5/;/i: > « 
i:ft 1 ©*-STOfc#LTlWfch«IUB Ltftj^Sf- 
SU£pRNG(H)£rffl^T, HS2©*— SKfcWHWtU 2 30 
2©^nj/7A|i > |3©#- Lk, ft4©#— Lk\ *5 

=¥— LK'tt. ft3©*-LKi, H*G©jS»»*G"-lfc« 

[0031] n$&. i we«©« ttj&asgflu mavg. 1 

2 £»«©***!«#», *Jj:lHt#:5U 3fc|E*©« 

{IfcJittfciSV^Ttt:, ftl©*— LKtfS, ^U^-^t, 3f 40 

[0032] ffi:&g 1 4 i-fEtt©fil nt&K 
HfHatttfcSs^-ctt* fti©=*-svK£, ]JrJ£©BMS:3* 

feWM?*— * ift 1 ©*— SVKfc*fr LTBffiftfcaWi b 

T> ft2©=¥— LK*S^*tb-5o ££>M, ft3©3r—S 
K3S£J5E$*T>* ft2©^r— LKSrfflVNT. ft3©3r— SK 
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[0 0 3 3] ft*^2 OfClEiffiWif^MSV;*?^ ff 
*92 1 KE«<DtMMQa*iie % *5J:lflfl!#S2 2fc|E 
*©«tHHK#fc:*5V*-CH:, ft 1 ©ffi^SS&as, ft 2 

©«««!a««jceas-*-5«*fc*r*&-*-** 1 ©*-sv 

Ki, 3r«©H*c«rei*U ft 2©fl»R&a&Bft>e>, 

e^$tvT#fc, flRSUT*— ^tftl©=^— SVKJc^fbT 
IS^cSrSfflbT. f(f2©*— LKlSr*J*i"5. ft 
3©3f— SKlSr^/jfcU ^tvSrft2©^r— LKltrfflVTRff 
HHbU ft2©ffi#*a3gi*(£<Bsii-5o JS2©fflr«8! 

Jg©**|c9f j£©«««r;K1-r. t K«i-*fFRri::»*S-r 

■5ft4©^r-LK2^fEti$H'rv^ <) ft4©=f— LK2Srffl 

ftTV^ft3©=¥— SKltfS*g#£;h,5o 

[0034] it 2 3 icmmommmmmn. mim 

2 7 K:ffi«©««»a*ife, *J J:U<III#S 2 8 fcSJ*© 

Jl«iE#:{-*3V>r(4, ftl©=5r— Lk. ft2©3r— Lk\ 
*5<t^0f^©M^:G^felt$tUT*3!5, ft2©^-LK' 
ftl©*-LKi, B»feG©a»H*G"-lKa;'3V^r 

[0 0 3 5] 2 9 {CfB«©1f fft^S^B. 

3 0 t-|B«©W«^SI*ife, *5<fctff]f3fc:«3 1 KlEiR© 
«{**#fc:*5V*TB:, te©W«»^«*»&4SnatS;h/-C 

t/tiaijf*— ^ t > ft i ©#— svkk# vxmmzmm 

b T# lb ft 5 x — ^ H P> 51^ S Hfc^filSLScpRNG (H) 

^lrfflv^r. ft2©#— SKasWF-^fb&Jv ■te©'*^®^ 

[0 0 3 6] 3 2 fcW«©fflf SM->^T A, n 

t53 3 KflEttCWWtta^fjfe^ *3 <t ^f»*^ 3 4 KfE 
*©«WK#:Kdav^TB:, ft 1 ©^f#fea^gl-*3V^ 
T, ft2©'(t$Rto3a»*©^»J7 ? -^ ftl©*-SV 

ttfc»®a»pRNG(H) SrfflV ^T, ft 2 ©^— SKaSBf-g-fb 

f 2<D««ftaS«tfel^^5 0 ft2©W#«i 
a^B(-*5V^T(S, ft3©=^-Lk, ft4©^r— Lk\ *3 
iU«9f3e©BB*G*IBi»S*K ft4©=3r-LK' ft3 
©=¥— LKt, H&G©j8»II8#G"-im&<5^T^£;ft, 

[0 0 3 7] 

[»«©*»©»«] aTfc*»iB©lfelfc©»ttl*«W 

-t"S*^ #fFlf^©«Biat-iH«©^K©##©t«T© 
**©»«li©*r^H««rW?>d»»!:-*-Sfc«>^ 

©*©jsanrtK» *tt£i-***©Ea» (fflb-w tr# 

JBbT*HBJ©^^|BiE-f-S ft©J:5fc*5. IB. 
L*J»i©B«H:, «-^SSrE«Ufc<>©lc|»3ei-Sr. 

[0 0 3 8] Bft&K 1 ^iB«©m#Mas«t*. 

^T(-*fJ!Si--5ftl© :3 r— LK license_key) 
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fEflS1-5IB1£^© (0O*.tf, M 2 ©EEPROM 5 0) b. j^r 

£©w#fc#LTifT»rsftit^frfT$*ra#a («*. 

(i, EI2©CPU4l) t-Htx, US l ©=¥— LKtt, mm 

?*— 9 <0d*.«» id) ffifeo® : m*i&-rmmz.tti& 

-T3IR2©*— SVK (0Hx.fi, service.key) fcg-SVT 

[0039] m#s 2 tciE«<Dif * i © 

WHHIS<$;h/rV^J|S3©*— SK (#lx.fi, «F#«sk) * 

®-%-rz*~-mtt& m*.t£* m4(o^-yy-si 

0) * 3 

[0040] ntsfeg 3 i£Btt<0ffittte33&v»u J& 3 © 

l#^£*vCl^ffi#£tt^1-5ffi#«#^|S: (00*. 
fi, 02©CPU4 1) SrSkfC'd x.5;: b*Wkb-t- 

[0041] 4 \z.wM<r>^m.f!mmw\^ is 3 © 

3r— SKfi, l'0<D-tey^a>-\Z-$$\,^X^$£<D%$4<D : *r — 
SS (#lx.ii, %0*8fla^r— Ss) i, y V a ^ft(C:}oV>T 

[0042] if 5 KB«©«##ya=g»i, 

tbT * fc fflf«Sr*#^-S a*8r»£-*-S a*#^f« 

<«*.!*, i2 8©aW»9 14) t, ff§4©*- 
SS, *fctta»»^¥il!fcJ:038^**tfciLSfe-C«-«-S 

©*$W*fr«JM-5*ll#« (0¥xJi, 12 8©S»@ 
B&9 13) £ SrSfefc**. 3 

[oo43] f»^« 9 {cmmoffinmmmmte. m<om 

x.fi, 840^7^8 3) &£e>fcfSx.5;:i&##C 
[0044] fft&K 1 0 icEttOffitt&aiSltH:, If 1 

x.fi, m2 6<D^Tyys 1 6 7) «:$ kf-Hx.-*) £ b 
[0 0 4 5] ft *B 1 1 (clEftW^Stoa^ei*, fit© 

1©^— LKtrK£rr5JE£r3M8: (0Bx.fi, @2 7©xf 
5-/S17 0) *Sfefc«*..5 
[0 0 4 6] ffjfcJ® 1 2 fcEftoWaWHS^fffiH:, S# 
g^H*©!^'^-* mx.fi. ID) fc, ft©!**^ 

aasiia* hem fcgf £©« «km jtotea*-* 

t Vlitr&WFTWiljtf 1 <Z>*-LK (0Ox.fi, 
licensekey) fc-iEttN-SEtft*? 1 y y* (0!lx.ii, 04 
©EEPROM5 0) ffife&nWiliZMLXWf-BS&iVfrtim 
&ff5femx i ?t/-7k&miL* Sgl©*-LKii, WOU? 

b , M^©*aasr*-*-*«fc»j«i-5iB 2 ©*-SV 
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K (0Sx.fi, service_key) {;L£<5V^£fi££;ft,TV'>3r. 
[00 4 7] ft 1 4 f;:lEtt©ti» $&MSl£IBfi, ft&© 

wwteasiiBKeait-sflMRKstiS-t-siB i ©^-svk 

(0>Jx.!i, service_key) i, fiff^OBilSfc (0Ux.fi, has 
hHK) Sr|Blti-5IElS^ (0Jx.fi, E] 2 ©EEPROM 2 

7) b. mcDffi&ftimmwfrb, *tiiz.mv%xbfrx 

v^aMM?*— *©fin£«rgW\ gflr*-3gflH*« (0!Jx. 
if, l4©^fy7'S4) b. mBHy ! —?bf(Sl<Z>*(— 
10 SVKJC^LTlSI&frjgfflU g£2©^-LK (00x.fi, ttl 
k) Sr^i-SIB 1 ©^K^S (0Sx.fi, EN©;*^ 

/ss) jr3©#-sk (0ux.fi, m-fmsk) &£.m 
-rz>m2<D%.f&^m. (0Sxji, m4<D*Tyys6) 

i, fg2©=5f— LK§r/8v»T, |&3©=3f~ SK£rB£-S§-teU 

m©*$8«iaiifi{ceii-t-5Bt-§-{b^^ (0Bxji, i4 

©*^y:TS7, S8) iSMIx.6;: £ 

[004 8] 1**31 1 8 fcfEffc©W**yS#ifcB:. ffe© 
ffifato3SSfi{ceilli-Sif afC*fjK-t--5^ 1 ©3r — SVK 
service_key) b. ^f^©IS^ (^!lx.fJ> has 
20 hiaiR) ^iatt-T5IE'lt^7 i ?/^ (F!l^.ti, S2©EEPR0 
M2 7) flfe©fflf#«kffl^lS*»e>, ^tuosxe. 
tuTV^^I^SiJ^-^© mx.lt. ID) fe^^Sit, gfa 
•f-5S'fI^7 i 5'7' (Mx.t£. 14©^T5'/S4) 
I^SUt 1 -^ t m 1 ©=¥-SVK(i*f L-CSI^C^rjiffl L, Jg 
2©^r-LK «ilk) Sr^i-S^l©^^.^ 

y?" (fflx.t£. m4<D^yys 5) Jg3©3r— SK 

BS-Wtsk) ^^1-5^2©^^^s'7' 
(M^ll I4©^ry/S6) ®2©^r— LKSrffl 

30 m-r^^t^Tyy" mtttt. m4<D*7-yy*S 7, 
S8) b&mx.Z>^b*WMbTZ>o 
[0049] ft 0 ^12*c©« ^Sv^v^fc^ 
^l©1f^a^g I4©y-^) 14. 12 

©w«««a«« 8 4©^) ice^-rsif 

^^JtS-t-SSfif 1 ©df— SVK service_key) 

m^mk hashing) Sr|E{ti-^|g 1 © 

lEtS^S Will H2©EEPR0M2 7) H2©tS$B 

w*.ti* id) <De^^Sit. sm-rssfi^ wa*. 

40 @4©775'/S4) mt\*f— 9 bmi<D*r— 

svm*ivxmm%mRiL, ss2©^-lki mm*, m 

lk) Sr*J*-t-**l©±J*^« 840^7 

■y°S5) b. mz<D*— SKI (^J^{S, Bf-^-Sisk) 

j*-fs*2©fes#a (Wx.ij, m4<o^yys 6) 

IB2©*— LKl^fflVT, ^3©=¥— SKl£B#-5§~fb 
L> ®2©fl|««MffiRllfce26-r5Bt-IHfc^a: (W*. 
tf, @4©^r^S7, S8) t^rffix., »2©W« 

*aa^««, &5}&mz.®m<omn7*—?b. mM<om 

50 ©3r — LK2 (^!lx.li, license_key) SrlEtii-S0 2 ©|E 
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tS#© (f»Jx.tf > El 2 ©EEPROM 5 0) t , 04 ©=¥-LK 
^fc£;ftTV^03©*-SKl£«^i-S«-^#g: (ffil 

i4o^r5'/sio) t^mz^^t^mt 

[0 0 5 0] fflfftg 2 1 fclBi&Wffi^a^r&fi, 0 1 
©tf^a^* (fJx.fi, El4©y-;*) 02 ©til 

$R*&a=g« (fiix.fi, H4®^) fceaif 

*fj£i-501©=¥— SVK (f!lx.fi, service_key) i, ffi 
■&(DMWl (f!lx.fi, hashBStt) Srffiflrt-SiB 1 ©B«* 10 
r- s* 7 (fJx.fi, H 2 ©EEPROM 2 7) t , 02 ©tit 

3a§fi«*»e>, *frfc«»>aTfcfrTv*swwf*-* (fij 
x.ti, id) ©e^gft, sm-rssfs^xs/T' («*. 

fi, BI4 0^.^5'7 e S 4) i, f^SlJ^— ;?£01©=*— 
SVKfc#LTBMfc«raMBU 02©=*-LKl (fljx.fi, St 
lk) ^r^-T-SaSKD^Xxs'T' (ftjx.fi, EI4©* 
f'^S5) £, 03©=*— SKI (fllx.fi, Ht-^tsk) 

2 ©dfej&x^s'T' (fllx.fi, 84©^? 
/S6) £, 02©=*— LKltrfflV^T, 03©=*— SK1£ 
WHHIsU *2©«*Mfta«1tfce336i-5«f-§^t^yy 20 
7" (fJx.fi, ENW^tts^S 7) ££{«x., 02©tt 
^©a»Sf4, g^-g^cB^©!^^— * i, ffifeo 

4 CD =* — LK2 (fllx.fi. license_key) SriEHc-rSiatft^ 
^5/7° (fllx.fi, El 2 ©EEPROM 5 0) i, 04©=*— L 

■%-ib&tix^z>m3 ©=*— snzm^-tzm-^XT- 
(fiix.fi, m4<D*<ry-7s i o) k*mz-z>z-t*m 

[0 0 5 1] If #S 2 3 fcC«©fflf W«B4> IB 1 30 
©=*— Lk (filx.fi, EI9©LK) , 02©=*— Lk' (filx. 
ti, El 9 ©LK' ) , *5<fct^r/£©IH^G (filx.fi. El 9 
©ill&G) SrlEtt-r^lE'tt^lS (fjx.fi, El 9 ©EEPROM 

so) t, m<Dffimmmmmfab&m£frx%tz.mfe<D 
w«fc»brfiF^rsttfc«!!3a*fT5«HS#a (fiix.fi, 

EI2©CPU4 1) iSr-Hx., 02©=*— LK' 01©=* 
— LKi , H*G©a»H*G*-l|na£-3v*T^4frTV> 

[0 0 5 2] Mfjfeg 2 4 fCfE«©tim&a«Sfi. 

a*fc*£^*iHHa*»£#« (fjx.fi, ei9©prn 40 

G) tr^kfc-dx., flS«#«r4, B#B#fcB#©MBU 

[0053] it*« 2 6 tewmow/Hea&mmt.* tit<o 

/8V^TRt-JHk£;ft-Cl^.504©=*— SK£, 02©=*— L 

K'&iBakGmafflb-cwfejts^-^GaK*)*:, whs 

&£fepRNG(LK)£fflV^«^i-5=*-«-§-^a (flx.fi, 
^©^irs^S 1 1 0) fcfSfete«*.5r.fc«r*MKi: 

[0 0 5 4] If &m 2 7 (C|S«©tf IfilJStt, 01 50 
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©=*-Lk (flxJi, EJ9©LK) , 02©=*— Lk' (fix. 

ti, m 9 ©lk' ) , &x.xmi£?>mkG (fix.fi, H9 

©BBHScG) Sriatti-siEti^^j/r (flx.fi, 0 9 ©EE 

prom5o) t, fl6©w«*aa«it*>be«s*i,r*fc9f 

J£©fflf«fc*t UTfF-BT Sfi/fcaHSfrfi 1 5 ^a* T y 7 
(flx.fi, EI2©CPU4 1) fcSrfllx.. 02©=*-LK' 

fi, 01©3— LKfc, M*fcG©ii£|?8$:G"-iic*<5v>T 

[0055] 2 9 f£fE«©ti? #Ma=£Sii, fife© 

««*a3a»itfceai-t-«flif*icijtiSi-* * 1 ©=*-svk 

(flx.fi. El 9 ©service_key) WfeOWk fflt 
fi, hashil^:) SrCfii-*ia**S 12 9 ©EE 

prom2 7) ffi©w$6*aaMe^^s -^fttcfijtJ^T 
fe^rv^sffiis'jy 1 -^ id) ©e»*a«-, St 

02©^-SK U9©sk) 

E19©^^?'7 P S 1 0 6) ^iEtSLm 

*«*-rs«faa*»4#a ei9©prng) 

6>ix*»«a»piaW<H)tfflV^-r» 02©dr-SKSrBt^- 
i9©^T7/S 1 0 7, 1 0 8) i^T'tix.^r i: 

[00 56] if 3 0 Kffi«©ffi$&MS*i£li, ffi© 
««te3aSE«fc'6oa6-*-*«*K:*|'JS-*-5flS 1 ©*-SVK 

(M%-H. M 9 ©service_key) Bf^©iS^: WJ^. 
tf, hashgl^:) SrlBtttf SlB«^7 1 s'7* WJ^tf, 1119 
©EEPR0M2 7) ftfe©W#MSilg^?3. ^r^(C*iJ9 
^T^n-CV^SIiSU^-^ (-Pijx.fi, ID) ©e^^g 
H\ Sm-r-5S'ft^7 i s'7 0 (^Ox.{i, EI9©^xs'7 p S 
10 4) 0 2©=*— SK WJx.li, EI9©sk) %$im 
tSt^r^T' (^x.«, E19©x<.7 i 2'7 p S 1 0 6) 

H9©pRNG) BRSUt*— ^t01©=*— SVKtC^f 

i"SBf-§-'fb^f L s'7 p WJx.fi, E19©^.v i 5'7 0 S 1 0 
7, 108) t^ffix.5ii:^#mti-?. 0 
[0 0 5 7] ff*3§3 2 fc|H«©« ^av^^Afi, 

0 1 ©w^asa Ei9©y-^) 02 

©it^Ma^is (fax.fi. iiig©^^^) icfcm-rzm 

mz-ttfelr&mi ©=¥— SVK (fllx.fi, El 9 ©service_k 
ey) 01©ga^h (fiJ^Lfi, hashing) SrlEtt-fS 
0 1 ©ISti^a (#JxJi, El 9 ©EEPROM 2 7) h , 02 

©««ftya»«a»fe» ^^(-Wf? yf-ckti/o^gisijx 
(fijx.fi. id) ©eassrsrt. ^m-r^mmm 

(fllx.fi, @9©^f5'/S104) f 2©=>- SK 
(fUx.fi, E19©sk) Sr^i-5^J5£#a (fiJx.fi, m 



19 

(Wfctf, E)9cOpRNG) BWU?*-*J:i& 
1 <D*~SVHC#bTBS»£»ffl Lt#^f-^H 

SI 0 7, 1 0 8) iSr#:t. »2©W#ftt3ffiB«^ 
g|3(03r— Lk (#IxJi, H 9 <£>LK) , i4 0^Hk' 
(#lx.(l EI9<OLk') . j3«tr«?f««>B8«tG («*. 
tf, I3 9<Z>§gi$cG) SrB*-r5*2<DK1g^a »Ji 

H 9 (OEEPROM 5 0) k . * 1 ©WSW&HSaa* C>fe 
j£ * tiX # fcMft©««fc» UTW pT SttfcftkSSrfi 1 5 
^S^S (#)X.f£> EI 2 (OCPU 4 1) t£rffix.. ^4 CO 

LK' tt. #3©*— LK4:* H*G©a!BB*G"-l^at 

[0 0 5 8] 3 3 |Ji|B«0«««at*raH:. 9 1 

^ft#^Sgfi («x.fl El 9 co y-*) # x m2<om 

mxkmmt (man. m9<D-»?) 

<03r— SVK (08*.tf, B9 0>service_key) 
t, BFf^coia^h (Wfctf, hashgg^) *SB*^5*1 
©IBISES ^3/^ (Wx.fi, EI9CDEEPR0M2 7) S£2 

w*.t£. id) coe^srgtt. sw-rsgw^T 1 ^ 

^ (00*. tf, E^cO^^S 104) t, m2<D*— 
SK (ffilfctf* E19<Osk) ££/£^££/&;*;ry:/ (09*. 

ri, H9©^f*y^sio6) t, »«a*sr»^-rs 

«(Eia»55^'7 1 ^^ (#!!x.tf, EI9<OpRNG) RRBU 
9*- * t m 1 <£> * -SVK(C^f b T KSfch SrJSffl b T# *b 

u ^2<o^f#^ll^fi^^-r^Bt^b^^^^ , (« 

x.tf, H9<O^ry^S 1 0 7, 1 0 8) £ SrHx.. SI 
2<0re«#L33£B36S, fg3C03r-Lk (#!IxJl E19<DL 
K) s i4(D^-Lk' WJx.ll E19<OLk') , »XXm 
&<o«9kG (Wx.«, EJ9<og|£&:G) 8rfBt*1~S#2<D 
lEtt^^^^ (#]x.fc£, IE! 9 COEEPROM 5 0) h , % 1 CO 

^&tlfcfam&ffoftBMx s ry'7' (Wfcfi, EI2CDCPU 
4 1) fcSHfflx., SI 4 CO*— LK' I*. SI 3 CO^r — LK£ N 

[0 0 5 9] Elite. *3S88friifflbfc*«ft! ! a^^' 
^©*J5feWSr*b"CV^5 0 r©«J5feMiC*5V^Ttt. IEEE 
1 3 9 4 1 1 Sr^bTDVDyV—* ^ 1 . s< 

[0 0 6 0] H2fi, roftcoDVDyv— y 1 . /^-y 

n<v&vmmtemf&m£misX\,^ 0 DVDyv-^n 
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1*. 1 3 9 4^y^7x^26^LT, 1 3 9 4/^ 
*1 KcSSJKSttTV^o CPU 2 If*. R0M2 2fcLfE«£ 
^TV^S^n^^AtciaoT^a^aSrllfif U RAM 
2 3M\ CPU 2 l^^co^a^rH^T-r^i^^V^T^ 

DVD (t^*^) SrttlbU ^r{C|B^$^TV>^7 f — 
10 ^£rff£i-5<fc 5t£fe£ftTl^S 0 EEPR0M2 7te, 

9i^2 8tt, r^e>©#«fBSrtaatc»j»bTVNSo 

[0 0 6 1] Jtaft^^ ^^»«3 tt, CPU 3 17Z^f^ 
ffix^3 8Sr^TbTV^5 e rtb^te, _h^bfcDVD^W 
— J \TUC*5ttSCPU2 l^rt6B^2 8 tra«<0«IB 

20 [0 0 6 2] /^yt;^yt p a^2fl 1 3 9 4>f 
>-^y^— ^4 9 Sr^bT 1 3 9 4/U 1 1 tcftttStu 
TV^5o CPU4 1H R0M4 2^|Ett^tvri^^y P a^7 
A(C^oT#ttc0^3S^|ltT-r^ 0 RAM 4 3(-te, CPU 4 

i ^m<D^m^mnir^±^^^x^w^—^^y f, 

4 4(Cte. ^^K4 5tv9^4 6WJ^t*5 
— V^r4 Z*s *7 (HDD) 4 7 35SS!JBKSnr*5 9. * 

5J: 5^*S*^"CV^o ABW^7x^4 4Cli 
*fc, *t3B#-K4 8Sra3l36«U ^R*«WBSr#iP 
"fS-fc^-etSJ: 5^*S*l/TV^-5o EEPR0M5 0 {C 

TV^ 0 Wx-ti. PCI (Peripheral Component Interconn 
ect), ^/w^ftif^J: 5«J5fcSn*rt6S^^ 5 1 

40 [0 0 6 3] ft*3, r©rtlB^^5 1«, ^--f(^L 
T*PttS*tT*50, ^-i^te. K4 8{-gFf^ 

K«ra:i*ttL/fc!K Bff^coy y h ^^T^n ?y 
ASr^bT, CPU 4 l^V^ hwutsrit?, ft 

[0 0 6 4] rixtC^fbT. DVDyw— ir l^BS^ 

^^^**3*ff«>3^>rL— hP^^^ (C 

E) mm^^^X^ rt«B^^ 2 8 ^rtSB^^ 3 8 ft, 
50 m*), t ^ KfiSSJiSf-^ Sr»#t 5 r t jjstf t ft 
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[0065] m^. m7£<Dy—xki/i/?b<Dm-t??ft> 

■V 1 <OR0M 2 2^»iEtt£jh/CV^y7 h^^T^n 

^7^1oitt(D77^'>x7 2 0t, 

LT©, W&ff^*- yt/l'^yt'a- 9 2<OR0M4 2\Z. 

iEti$tbr^*9, cpu4 i#fiit5y7 h^r^ 

^7^©Hi: bT<D7>f "fe^*^*— 6 2 t^ffl 
{C*5V^TfTfc)^5o 10 
[0 0 6 6] EJ4fl y — ^ (DVD7V— VI) iX 
>^ (/^-y-^vi^vt^— ^ 2) ^colS^iioV^TfT*? 
fr5Wffi<D^HS:*bTV^5o DVD^l^—- - V 1 <£>EEPR0M 
2 1J— If**— (servicejtey) £ gS^ (has 

*>!K #3-— Iff*. EEPRDM2 7K:, rfr^S^fiWft'ff 

[0067] mtmmififflk'r&mm 

[0 0 6 8] hashBBflcil tttl^^SLT, 6 4 
tfy 2 8 tf y hfc^<DB5feft<^7— *«rtti;# 

i-SI8*-C*>«K y (-hash (x) ) fetbfc £ 

§\ xSr*«>5r fcdSHMt-C&O. hash (xl) 

=hash(x2) iiSxli, x 2 <0#I£r*#> 5 - t & 

tit, MD5^SHA&i*^^jft,TV^ 0 rcOl^-fRjhas 30 
hUSSfc^o^TH BruceSchneier^O TApplied Crypto 
graphy (Second Edition), WileyJ (^Pb<^f^$tt"CV^ 

So 

[0 0 6 9] — *\ V^^tlt©Witt/^yt/i/3 

H^r<Z>IRS(J#-8- (ID) £7>fir (license_ke 
y) SrEEPROMS 0^8WSa^<ftJ$bTV^S o ^cD^-f ir 

n tf^ h<DID£mlf y hOf- If**— £r 
MLT#fcn+mtf y h<D7*— 9 (ID || service_ke 
y) MLT, hashBB*Sr3fiffib'r#e>ixSffi"Cfcao 40 

licence_key=hash(ID | | service_key) 

[0 0 7 0] IV h Ltli N ^Jxfil 3 9 4'<X 1 1 (Ojft 
t&^5£«>e>*l/TV^5node_unique_IDS:fflV^4r. 
S c rcOnode_unique_IDfl EI 5 5 fc^ 8'M 

h (6 4t>F) "T?*JBSSn, *BJ<0 3>>MM1 IEEE 
-C*a*^ KIEEEd»b#^-Stl/ 
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2*$ kfc:giJ<D#-g-i &oTV^Snode„unique_IDcO#-^£r 

##«rtM9 3T5<fc 5fci"5o ^oT, rcDnode_uniqu 
e_IDIl l£}*Jki\ li*mzmti:Z>t><Dkti: 

[0 0 7 1] y^^S 1 fclJSV^T. DVD7°W— V 1 CO 
77-^!)xT2 0[t 1 3 94>f^7x-^26Sr 

— ^ 2^>l*bnDS:B*-t-So y^/t-^^e 0 ^— ^ 
2co^-f-tr>-^^^— v^-r 6 2te> ^Tyy^S 2K*5V^ 

r.<OID<OS*£rg>fg'rS 0 i-**?*>, 1 3 9 4>fy 
*7j^49», 1 3 9 4><* 1 1 §r:frbTDVD7'V 
—V 1 ^e>e2ISiLT*fcIDS*<35ft-^SrS«-rs t , 
r.^^CPU4 lMttW-TSo CPU 4 1 (D=74-tl/^^* — 

*5V^TEEPR0M5 OJclEltSixTV^IDSrR^ttlb. Ztl 
Sri 3 94^y^7x^-X4 9Sr^b"C 1 3 9 4s<x 1 

1 a^DVD^v— l tciesii-So 

[0 0 7 2] DVD7'V" y 1 fcL*3lvCH ^f'7^S4 
T*1 3 9 4^y^7x^26^ r <DID£rg;ttBlS 
fc* £0>ID3&SCPU2 1 XWjf£bTV^S77~^9^T 2 

[0 0 7 3] 77^9*72 011 ^riy/S 5 fc£5 

EEPR0M2 7(c|E«SixTV^-5lJ"— If-x^r— Sr»ttb 
Wfe"r — 9 (ID || service_key) Sr^JSfcU 

lk = hash (ID I | servicejtey) 
[0 0 7 4] m^-. ^"ry^SQ\^\^X, 77^9 

— bTDVDT'W— Y 1 iv*— y^/V^^t 8 ^. — ^ 2<D 

[0 0 7 5] ^^^T^S 7^*5V^T, 77^9 

j72 0(1 ^7^^S 5-C^JSKbfc«ilkSr«i: bT, 
^^^7 p S6^J«bfc*-g«skSrfi»-g-'ft;b-C. Pf-g-ft 
e£#3 0 ft^Sr**-*- 

So 

e =Enc (lk, sk) 

[0 0 7 6] *i3, Enc (A, B) ft. #SI«Rff-8\*r3; 

So 

[0 0 7 7] tfcte:, ^r^7 p S8X\ 77^^72 
Ott, ^T^^y^S 7T^J^bfcBt^T r — ^ e y 
t/w=«ybV^2^tt5o -f-**>*>, ^<OBf-^>fb 

X— ^ e H DVDy'U— Y 1(01 3 9 4>T ^^7^— ^ 

2 6 3&>fe 1 3 9 4/^^ 1 1 Sr^bT^— y^-/V=3^e 0 ^ 
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THu ^y/S9^ roPf^bx— ^ e Sri 3 9 4 

-^t6 2H l©i 5fcbTSffibfcBf^fr^-* e 
&EEPR0M5 0fclB«£ixTl^5 5>f ^y**— Srfti: b 

sk* =Dec (license_key, e) 
[0 0 7 8J &*3 % Dec (A, B) te. 

*-T5o 10 
[0 0 7 9] &*5, r<Z>*ffl«B»-^*a;fC*3ftSPt-g-ffc 

ttS^b^^tCO^T*. .hSfcbfc. Applied Cryptogr 
aphy (Second Edi t ion) K P b < ^flft £ jh/T V ^ 0 

[0 0 8 0] DVDy'y— -VI {£*5V^T. ^fs'/SSt? 
4fe^i"S^r— lktt, yf/W^ytV- ^ 2<£>EEPR0M 
5 0 dfEtt £^"0^ (licensejtey) 

lk— license_key 
[00 8 1] tot, s<— ytV- ^ 2^*$^ 20 

J^^S 1 0-C«-^bT#fc3r-sk' DVD^l^ 

sk* = sk 

[0 0 8 2] ^<DXoi^ DVD^V— VI (V— *) t 
y~r;V=L^\?=L — 9 2 (v-y^) OM^l-S^T. 

IU-<D^sk, sk' -4: ^-^\ r. 

m^rmt L-Cfflv^sr i:^"cg:5 0 30 
[0 0 8 3] ^-fir^^^— 12, _B£ bfc J: 9 #S 

k' il2T^&i\> *flsWtd»k»» 

-e, S k*>svM*sk' S:4*t5r ias-e^fcv^o t£o 

T, ^CD^DVD^W— V 1 dSBf ^HfekSrfflV^TIf&T*— 

&mtci>C0X+&Z>m^te, Bf-^sk'Sr^TLTV^© 40 
T\ DVDrTV— - V 1 J; 5e2IS*tT*fc. Pf-^fb£tvr 

*»r^tf. MEa»fll«rt*s#iioWf^|isk, sk* Sr 

[0 0 8 4] Utz. ii3<D/<— yt;v3 yt°^ — ^ 2^7 

>T"fe^*— ^JS*^/ti ttt, ID^l -5 50 
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t^-et^v\ tot, a££ttasft-hi-5 0 

[0 0 8 5] |pre>^<oaft(cJ; 9 % ^jEfc-a 

— If**, Bf^fc^— ^eil«HHisk*W*it>ftlo-Cb 

:fcsk£r, mikXm^k\^tcm-&XXfo&<DX\ Bf#T/V 

[0 0 8 6] ?FjE^—y i K£Z>Z.<Dm<D%:W$:. X 9 H 

[0 0 8 7] SfctemfltM* license_key£*£>, service 
.keySrUfc^fcO-eW^Sft^Sr. J: 9 BSttc-<h£fc#> 

[0 0 8 8] El 6 12. y— ^ (DVDyw— VI) (C^fb 

[0 0 8 9] ^oM, vy^ 1 LtO/^yt;^ 
^ 2OEEPR0M5 0(Ct2, IDfc bTID 1 ^ ^ 
^h, ^>r-fey^^r— t bTlicense_keyl^|Bti$^T 
*5 «9 . v-y^ 2 t LT(D)t«^r^^^^f 3 ^*5V^T 
^ N EEPR0M3 7(^. IDirbTID2^ x y-T^y^ 
=3r— t bTlicense„key2^fS , |ii^i^TV^^ 0 

[o o 9 o] DVDy'y— ¥ i (y— ^) y-r/v^ 
ye°^— ^2 (-yy^i) ^K{-*3v^TtTt>tt^^^^ 
1 lM^rj'/S 2 0<O«tatt, [E!4ic*5^a^ 

[0091] -rtRi&h. Ji^bfcj; 5t-bx. DVDyi/ 
-tin /<— yt/v^yev- ^ 2tc*f v,xmu%m 

vm ytmn?*^ x?mm3\cMhx, w^m^ 
t^o >fe^y f -r^^^g3^c*5v^r^2, ^7^/52 

2"ei 3 9 4-f^7x-X36^LT, rcoiDg* 
m-g-dSSft SttSi:, ^77-A^x730 (Bl 
0) tt, ^-r^XS 2 3T?EEPR0M3 7(CIE«$*T/TV^ 
ID (ID2) SrflK*ttiU -M1 3 94^y^7x^ 
3 6d»?>. 1 3 9 4^^ 1 1 Sr^bTDVDXlx— V 1 
^^-T5o DVDyw— vicoyr— ^?x72 on ^ 

Tix7 P S2 4t\ 1 3 94^y^7x^26^L 
T> r^ID2Sr§ttSt^^. ^fy^S2 5^ 

&«ilk2Sr*j*i"5 0 

lk2=hash (ID 2 || service_key) 
[0 0 9 2] Se>(^, 7r- A^^T2 0t2. *s*ry? 
S2 6-eW^lU ^^iv^S 1 6t?4fej*bfc«sk 
S:. X^^y^S 2 5-C^J5fcbfc«lk2S:fflV>TB»#'ffc 
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U ffiF -S-^bfcT 5 — * e 2 Sr^J58i-4 0 
e 2 =Enc (lk 2 , sk) 

[0 0 9 3] ^tt, 77^2 7^ *7T— 
72 011 ^<Dffi-%4k7*— #e 2£rl 3 94^fy^7x 
-^26^1 3 9 1 1 fr^LTStW&t^f 

[0 0 9 4] ^^^;*^B3f£:^TJ3:, 
^8 2 8^1 3 9 4^y^7x-X3 6^LT s r<£> 
Hf-f-ffc;^— ^ e 2Srgfib. ^T^^^S 2 9T?lkS;SrSi 
lit, Hf-IMfe^' «r£j«t-5o 
sk 2 ' =Dec (license_key 2 , e 2 ) 

[0 0 9 5] JKJi©J:5«CbT, a*— y-f/W=r>fc"^ — 
^2^^^7 :r ^^^SS3cD^t^^tt(-*5V^T. Bf# 
ttskl* , sk2* ^f^nfc^ <*r^ft5 0 ^tbbcoffi 

[0 0 9 6] B6 0«aMli:*5V^TH:, DVD:/V~ 1 

[0097] -rft*^. m7<ommm^^^xn, ^ 
^/S4iT, y— ^ k \^x<DDwy f 'u— 1 

£ c /^yt;^yta-^2t«r>fA^II3 

4 ifctt^T 1 jy/S4 5 "C\ EEPR0M5 0 4 fc EEPROM 3 
7{c|E«StuTV^IDl*fc«ID2a'R*UU, rjxSr 

S46^T5//S47-C, rfrfe^IDfr^jh^frSft 
t5o 

[0 0 9 8] DVD^V— lfc*5V^H SkM*^?/ 

lk 1 =hash (ID 1 | | service_key) 

[0 0 9 9] *Ty7§ 4 9^*5V^T. 2fc5£3&> 

fePt-^lk 2 3&S£/££jft,5o 
lk2=hash (ID 2 || service_key) 

[0 1 0 0] DVD:/V— Y 1 {C^oV^fS. ££>M.x^;y 

UcSC-eiS-fJ: 5 fc:. WUHfakfl*, «lk 1 Sr*i LTRf 
e 1 =Enc (lk 1 % sk) 

[0 10 1] £?>l£, ^r^s/^S 5 2^*5V^Ttt, B*# 
ttskds, ®lk2£rgi£ Ifeat^o TBff-g-fbSH 

e 2 =Enc (lk2, sk) 

[0 10 2] £ ^t^s/^S 5 3^*5V^Ttt, ID 
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1, el, ID 2, e2^, ^^^^^^5^ 

e =ID1 [| el || ID 2 || e2 
[0 1 0 3 ] DVDyV— Y 1 fc*5V^B\ ZhK^Ty 

>r ;* ^ 3£B 3 S thZ> 0 

[0 10 4] s<— y^vn^tfa — * 2 tftfltfitv^* 

Itskl* , sk2* ^s^feJSKS^So 
sk 1 ' =Dec (license„key 1 , el) 
sk2* =Dec (license_key 2 , e2) 
[0105] H8fi, lo<OV^^dsa»<D1?— if^S: 

nytfa- ^2 S3, ^^O^^r-feV^^r— (licensejte 
yl, license_key 2, license_key 3 ft if) £r EEPROM 5 

^<£>EEPR0M2 7 ^*aR©1^— tT^=¥— (service_key 
1 , service_key 2 , service_key 3 ft if) SrfEfiS LTV ^ 

5o -£>^g\ DVDy"v— irifl ^/y/SSiw 
k LtO/^ y-^/w=t>t°^— ^ 2tC#LTID£^ 
DVD^v—Y1^ n r^e>te26b<t 5 ir 
■TSfflfft (*?— tf*) S:«SU"rSservice_IDS:<K^-f 

30 £ 0 yt;v^yt 0 ^- ^ 2M*sivrw\ xTy^s 

8 2t, rtbSrSfS Lfcfc#, EEPROM 5 0 {CfEHc^tbT 
\^&W&<07 4 ^> ^^c^-GZ^fah^ ^!Oservice_ID{C 

-ett-g-ftkaSrfi 1 5o ^Er^flboBbf^H EI4^tt^^ 

kmmxhz> 0 

[0106] 0 9ft se>^cf|&oA^! ! a^»JSr^bTv^s 0 

r©^J^*3V^Ttt^ y— ^i: UTODVD^W— " y 1 
^:<^EEPR0M2 7 JC N service_key, hashgf^, *5J:W» 
^HSL*5l^tBBSfcpRNGSr^B1»brv^S 0 *f^* 

fc, k bTca/<— y^*/V=3 yt'a- ^ 2<DEEPR0M 

5 0K|i, *mt#**6>^*.fo4xfcID, LK, LK\ Hft 

[0 10 7] LKtt. 4Tf^Mi#^J«Lfc«-^)fcSL* 

LK' = G ^ - 1 (R) 
R — pRNG (H) (+) pRNG (LK) 
H~ hash (ID | | service_key) 
50 [0 10 8] ft*5, G~-l ("tt^#aSr«!*i-5) 



(15) 
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f±, G^mmm^M^-r^o g ~ - 1 srj&wsius: 

v^S 0 £(DJ;5ttH«4:b'rHu ^BMW-&fc/Bv*fc;h, 

[0 110] DVD7 P W-tl^7r^!>xT2 0 
i^C^r^/S 10 1 fc:*5V^-c\ y^/i^^tf^ 
— 9 2<D9'(±>'X^*—i?^ 6 2fc*tLTIDSrS*i- 

6 2f*. XTvfS 1 0 2"CIDS*«-§-S:S*tBtSfc. 
EEPR0M5 0 ^lBtS^tvTV^5ID^rS?^tfcl b x -^y^S 

^rl(D^T k -^^^T2 0tt, ^T^y/Sl 04t?lO 

H— hash (ID | | service_key) 

[0 111] Skfcl. 7T^?x72 0it **ry? 
S 1 0 6"CSfek«r£j5ltU ^f*y^S 1 0 7t?RSS:Si 

e =sk (+) pRNG (H) 

[0 112] ft*3. A (+) BWu A^B<Dii»l* 
sk' = e ( + ) G (LK') (+) 
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[0 113] irtefrh. »(H9^^«^=¥— pRNGic:^ 
pRNG (H) ^s/^S 1 0 6 -C^jSbfcttsk© 

[0 114] xf^/S 10 8T\ y T — 

7 2 0(1 e ^yt/^nytV-^ 2(^f^ 0 
[0 115] ^yt^^ytV^^2(3V^TIl ^ 
10 t^z/S 1 0 9-erttSrSftb. y^S 1 i o-e* 

sk' = e ( + ) G (LK' ) (+) pRNG (LK) 

[0116] DVD^v^-^i^&ea^stb-r 

#fce, EEPR0M5 0^1Elt£jftTl^§g$:Gf£, 
EEPR0M5 OKlBttcSfl/O^SLK' SrSffl bT#6>*b5lit 
G (LK') , EEPR0M5 O^lStS ^ttTV^^LK' 

Sr. ^tt9EEPR0M5 0^1B«S^TV^S»i£iaaR«^IB 
jftpRNG^iaffibr#fett5jie*pRNG (LK) (O^teWS&S 
fp8r»*U ^sk'£#£ 0 
20 [0 117] feS^-TJ;?^ sk=sk' fc/jr 

<5 0 



pRNG (LK) 



= sk (+) pRNG (H) (+) 
= sk (+) pRNG (H) (+) 
) pRNG (LK) 

= sk 

[0 118] ^CDJ: 5(CLT, y— ^4: bTODVD^W 
— l i: £ Lto/^yt;^yt'a-^ 2d 

<0«sk, sk' ^#tt5rt^#^ 0 LK, LK* Srf^ 30 

tfS'pjElC, LK, LK' SrfP^5 bTt>^*wfcd5-C#5& 

[0 119] K_b«C*3V>Ttt, y — -XfcV^^t*5V^T 

BEfrfrSJ: 51-bfcas, ^jfctf^—y^^tr^ — 
KbTfflV^:: fc^s-e^So <?rbt\ ^(DT^Vr 

7/y^>g ^SP6 1 t 9 <<± 62i 

62*y^tft9, 7/y^->3yai6i^>^ 
[0 12 0] #ctc, «_h©J:5icbT, BEdSfrfcjxfc 

-^^e>Bt#->ft:bfcr f -^^v'>'^{cte^b. v->-^(c 

*5V^T, rLOPt^kbfc^-^Sr^-r^^ofb^^ 50 



R (+) 
pRNG (H) 



pRNG (LK) 

(+) pRNG (LK) 



(+ 



[0121] B10 K^irX 5 DVDyv—- Y 1 . $> 

^[c»»SnTV^ftV^»ci*5V^Ttt, 13 9 4 
1 fr^bTSSS^S^— ^<OBf-g-^fcffi*<DfiL 
ttlftll 3 9 4-fy^7x^2 6*fcttl3 

94^y^7x^- ^3 6x+nt>tiz> 0 ^(om^ttm^ 

i Sr^i-Sfc«xo^r— i * ) il Zti^ti^T 
^^x72 0^tli77^')x73 0H> 139 
4^f >-^y^— ^2 6*fcttl 3 9 4^V^yzn— ^3 
6JC«#&Stt-6 0 tr>3^-Stt, ^Ufflfit^bTffl 

<t*— Ssfc«a^r— Sitt, JiJfib/tl»liE[C*5V^T^J*S 
ttfcHS#«sk ( = sk f ) <Dffi7£<D\?y bSfe<7>_hffitT y b 

(Mifl lo©(*Ht*St, *>SVM1 10^4 

ftto x H^f^tt^o rw^tt, aa^-si 

t^— i * 3&»e>£j5fc£*b5B#£3r— i tt, loOtiyv' 



(16) 
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[0122] V — ^ t bTODVD^l/— Y 1 d*6> 

S^fctW bfcWrtft^-^ S:1 3 9 4^11Sr^ Lt* 

DVD^V— yifc*5V^"Ctt, 1 3 94^y^7x-X2 

^bfita^pfcttSo #»«^ 3 fctsv^ 

[0 12 3] rttfcStLT* 

fc:*5i^-cra\ 7^tyxv^—^6 2^ tr>ay 

— i fr£j5Ki-5;fc:«>CD3r— i ' ) ^1 3 94^y^7x 
-X4 9 (y^^SB^) fcHfc*&-t£ 0 ^ErUT, 13 94 
.f^:7^ — *4 9lCl:|o^T, ^SL=¥— Sit i ' 
fe«PSC^r— i **rit**t, i &fflV^T«*#fr 

ffi^-Ss) SrfflV^Ttt-f-dSfltonSo 
[0 12 4] 5 IC, y^-/v=3>-t 0 n- — ^ 2(C 

X\ 1 3 9 44Z/?7^-*4 9tCj:9»lSR|(Da^- 
[0 12 5] ^<D<fc5^> Z<D&W<K>$m<OjfflR\Z-&\,* 

- i zm^ximfrftttfrz^ ft$i/<x$mi&£ivx 

(/^ yt/Wa yt°^- ^ 2* if) (CjSV^T 

Dec ( S , Dec ( i , Enc (algo ( S + i ) , Data) ) ) 
=Data 

[0 12 6] j£*3, _h|S^*5V^T. algo (S + i) 

[0 12 7] 01111 ±fBS;Srj«JE:i-* 1 3 9 4>fy 
^^ai-^2 6<0«^JS:*bTV^4 0 ^ Officii (Cio 
V^tt, Tf-YT^^x^l/^yiCiO^Lfc 
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*&&jh/rt^5 0 LFSR (Linear Feedback Sift Regi 

ster) 7 2 2*1 \fy hOx— ^SrttWU Va!Jy^^ 
x^i/^7 3l:ttlt^?) 0 ^yy^^^w 
*7 3H\ LFSR7 2<Offl^fcSJi£bT, TfjT*?*? 

**^7i©ttiA&«m a^ufc^-^srw* 

«i:b'r*P||L»7 4fclHALTV^S 0 SPj|L#7 4f±, A 
*Sixfc¥X (1 3 9 4/^lllcgmmt^7h© 
^ a y y^^x^^^ 7 3 ± 9«»*ft 

10 ^£rBf-f§0£ (Bf^bS^fcf 5 — ^) £: LT, 1 3 9 4^ 

[0128] 7 4 ^anWaLHfi, mod 2 ~ m ( ~ 

[0129] g] 1 2 te, 011 ^ Ufc 1 3 9 4 >T >^ 
*2 6 0^?>^J;!9p»MW^bTV^o 

20 5 ^Jfflfi*— Ss«, iP»«8 1 

fcf, 5 5 !7— K (1 !7— Kfi8 If ^ h7Ir^3 2 tf 

LSBffl|<D3 2 tf^ N-e«J5liS*v5«a^r— Si«, V-i?* 
9 8 5JC<ftJ*S^So 

[0 13 0] t-v^^ 8 4MS1 =3r— i * asfly^Six 
5o rcD^r- i ' H 3 9 4s<* 1 1 Sr^bT 

30 dSlx^^ 8 4^«&£*U 1 (3 2 tT 

^ h^O) ^r— i' ^l/^^8 4l^^tt, 
AP*«8 6(CJ:9, V^^^ 8 5^«:i$$tt-CV^ 3 2 

tf h^sfSL^-si^jp^^tt. Mmmm^*- 1 1 
t-^^8 2^^:^s«f$i^Tv^5^|^^:Jp*»8 exvmm 

£ivfz.m&*— i ^JP»b, ZOtoffl&R&i'Vx* 8 

[0 13 1] ^^8 2 07-K^tf^Mc^ m%. 
«8 tf^ h-C*>5»^. iP©^8 6 J:*9ffl^^tt5^ 
40 ^r— i 2 If y hX*&Z><DX, H#£3r— i 8r 4 L 
T, ^&8 tf 5^ hSrWv?^^ 8 2c0gFf^(DT (07b 
S54) <D!7- KKJp#i"6J: 5J-i-So 

[0 13 2] ^.(DX 5i-bT N V-^^8 2(Cti, *|0 

[0133] JP*«8 3 tt. l/i^^^ 8 2 fcHftfip£jh/r 
V^^5 5!7>-K©5^0f^2 7-K (Ell 2(C^$ 

50 4(D!7-K) ^rjl^b. *«>aiRLfc2!7— KSrJPKtb 
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T, ls9i?^*U~ 9 7 3 [£tti;£*t-£o r 

[0134] * LT N fc<D9<>f 5 ^^*5t^Ttt. 
*S8 3 frS^** 8 2 CD 2 !7 — Y<DT 

i2, 7K^54i7K^23^e>, WWKl/ 
^53i7K^22l:, 1 17- K^*lW\ Hf-tfrfc: 

B4U £*)±jf<DT Ki^JcSflttSfrSo fcft!U 7K 10 

KiS, 7K^5 4|cs»|it5o 

[0 1 3 5] **3, *P*S§8 1, 8 3, 8 6m Si 

[0136] LFSR7 2 fl, 0!l*_fc£, 013 (C^-^J: o 
n, n^^f^^M^^^lOl^, ^7^^ 
9 1 0 1 con fcf$> h<D? *>©@FfS<Otf^ b (W-v^^) 
<OttSrJPj|^S*P||t«l 0 2JC±D«j***uTV^5 0 V 

7 hUi?*9 lOltt, *n»*l 0 2 £ 0tt*&£;h,Str 

tl^T^r. fcfiy^ * *X"C V ^ct*— * ^>[|iJ(D 1/ i^* 9 b 

[0 13 7] @13ft -«»*fl|^lW-e*>5!p, 

tf. J: y> jyfcfftdte. LFSR 7 2 £rg) 1 4 Kl^i" J: 5 Kflt 

1 0 ldS3 1 if y hJ^J: 9#!jSK$tt. *©0f* 
b,(Offii:Si9©i/^? b»©tt*. Jp 
»«1 0 2T?JP*S^ SP*S^ft:te*d5w^^b S i 

[0 13 8] LFSR 7 2 J: *9 W^J £ ivtz. 1 If s> h^x— * 

Wiitkstt, ftftflS99itt, t^^-y:/ 

v^^W-^ 7 1 <DjP Jl^ 8 3 JlQWJt&StLfcmtr ^ h 
©7*— * *F I F0 9 2KHB2IU 

5 0 mf-2tLT, LFSR7 2 <fc OffcJ&Sfrfcl If s> h<D 
f^^lO"e*5iS, *fMHI£8B9 ltt, MM» 40 

8 3J: O^Siftfcmlfs* h<Dy*-9%$:lltttf*t. Bff 

x^l/^73©FIF092C«, Tf^f^f^x 
^^7 1i?WUcmt f ^h©T-^C)Hs LFSR 

7 2 2SKr«i SrttJ^Ufc^-< s y^oto^M^ 

[0 13 9] F I F0 9 2(C < t9«KFbfcmtr^ KDf* 
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[0 14 0] BS-g-fkSHfcx— 9\L DVD^V— Vl^ 
1 3 9 4^* 1 1 Sr^Lt*tfif^^^Si3 

— y-JvUra^fcTrL — ^ 2CMSil5 0 

[0 1 4 1] >t«ftT f ^^^36«3tt, 1 3 9 4>f^ 
^m — ^ 3 6 fCfcV^T, 1 3 9 4^11^b§f Lfc 
"T — 9^m^-t^t^\-^ m 1 5 iCTjk-f X 5 ft*}J5fc«r5fif 

— ^173 |c77^f^ ^i/^.^ U—9 171 cOW^i" 
Smtf ?/ ^ LFSR 1 7 2^fcti#-f 5 1 t?> J. 

cot'— ^ds«*&s*trv^5 0 ^lt, s^y v^v?^^ 

V— * 1 7 3<Offl*-rSmlf ^ h<£>gt^, 7 4 

fc«»3;h/cv*So 7 4ft B»#3C^e>->5Ly 

V^**^— * 1 7 3 <fc »9ttl&^tb5Si§r®Sbr, 
[0142] i-fc;bt>. El 1 5 K^r^/Ste, El 1 1 (c 

S3«t*iPJH»7 4!6S. MKl 7 4fca£3E§;h/rv^j& 
[0143] Bl6tt, HIS K^f«J«<0 J; 5 BMW* 

*P»«7 4^ i|g*^l 7 4K*5ES*trv^S 0 ^roftfe 
(DT'f^'r^ 9 17 1, LFSR 1 7 2, v-^l 

3y^v?^W^173, af«18 1, l/^^l 
8 2, 1P*«18 3, 1/^^ 1 8 4, 1 8 5,iP»^ 
18 6, *#*J^65 191, FIF0192tt H 1 2 
^tetf&Ty*^ ^^^1/^*^—9 7 1, LFSR 7 2 , v- 
ay^^i/^73,M8i, v>>;*^8 

2, i)DSS8 3, 1/^^8 4, 8 5, WS8 6, ^ 
#*US«B9 1, *5J:USFIF0 9 2|c»*t^5 0 
[0144] ££oT, ^rOSl^, «*«3t-H 1 2 

F I FOl 9 2 J:9ta*S*Lfcmlf3/ hO«36S. 

17 4tC*5V^T, Bff^-jt^5>«*S^T¥S:3&S*-?'SlX 

[0 1 4 5] «_L<DJ; 1 3 9 4^X^7x^3 

6(C*5V^Tti, ir^v^a^^r— S (^Offltt^r-Ss t»a 
Si) fc^**— iSrfflV^, Rf^bT^-^^l^K 

[oi4 6] r^tc^-bT, _b^bfcj:5(-. s<—y-r 

;l/^yta^2(:i3^T|j; N 1 3 94>fy^7x-7 
4 9 fcr^y^jr— >3 ^615 6 1 K*3V^. ^rtt^tbffiS'J 

K, 2S»^rtT«^tTto*T,*. 

[0147] Bl7tt, 1 3 9 4^V^7x-^49^ 

^ 2 7 1, LFSR 2 7 2, Va!) ^^^^^l— ^ 
2 7 3, ^<t^Mff^2 7 41^ 9 1 3 9 4^^71 
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Tr^f^^x^l/-^ 17 1, LFSR1 7 2, ^aj 
17 3. *5«fct«*JH&i 7 4 iiS*» 

*5V^TM\ 7r-f TH'^x^W^ 2 7 1 (C^LT, 

i S:«ai-afc«>©aa^— sii: ltii mi s^tt 

[0148] -t-fcfc>*>, 118 fc*-*" J; 5 iOJBtt* 
fc*5^Tit. Bf-^rfcoWP^*— i fcS<5 ft ^t? 

^^47^ ^<Dm<Dmm&mz.mmiL>tcb itt, 20 

[0 1 4 9] ^LT, £X±<D£ 5*-bT. 1 3 9 4 >f > 
^ 4 9 {££51 ^T. a- KiftClfJf^ — i 

^y-J^^U—? 3 7 1. LFSR3 7 2. y 

*3 7 3*5J:t*»IM&3 7 4fcJ:0«rii*^S o 

V— ^ 17 1. LFSR 17 2. v-^ y v^^; ^ 1 
7 3, jsJ:t«£JH&l 7 4 iR«©«*i4otv^o 30 
[0 15 0] fc*!U t3/Va^-S©5*>, *0»3ffl 

sstt, hi 5^&tfz>m&tmmK. mutto^nan 

=*r— Siir^r— i * ft. ^H^tb^TO If ^ h £3 0 "C$>£ 

[0151] 020 ^*<Og¥*BSr^-r <fc 5 t- 

(^cOT-r^-r^^v^^^l/--^ 3 7 1BSFIF0 3 9 2 
ft, HI eicjsitSTr^f^^x^v^ l 7 IB 
SFIF01 9 2fc^j£L-a^5) . i/^^3 8 4»S 

Sift, £T£>lf v b^0-e*>Sfc», A0»^3 8 6£>ffl 

*rt-a«**- i t^T^tf^ h^o tfto. mmmc 
mm*- i ^fffiL^v^ii^iiaaoibfp^fottSo 

3 e ^LT, «*«3 7 4^*5V^Ttt, ^t 5 CLt 

£ G ±3£LfcJ; 5f-, ^-(om-^Xte, I 3 94^fy^7 
^ — *4 9d*5V^T, R#^*— i KS<5V^T*1S»© 
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[0 15 2] ^^x^^^^SS^ioV^T^, £1±<D 
XotcLTVU^X&m-^ZivZt, CPU3 1^, 
*Wfcx*-*«r K9>f^3 5fcW^b. ^aSST^r 

[0 15 3] — y^/W^>e°^— ^ 2fcl*5V^T 

ft, CPU 4 1 (7^!l^3yS6 1) ^. £JLbz><fc 

7JC1&S&U fE®i£^£ 0 /^yt^3>ta-^2^ 

fctt#i-sr.t36s-e^5<ott. r^y > 3 >-a$6 i 

"Cfc£(£>-C, ttffisK— K4 8ft. 1 3 94^fy^7x- 
* 4 9 "C, mm*— i fc*<5< m^frftfrfotiy*—? 

[0 15 4] **5, tr>3 o*^fft, #l;tfi, 
Diffie-Hellmanffi3&if S:fflV^Tfi 1 5 <t 5 (-i~^> - t 

[0 15 5] Jfc*3 % ^COf&, y^/Wa^lfa. 
— ^ 2JC*5ttS 1 3 9 4-f — ^4 9*fc«r^ 

y^-v-3^6 l<Z>«tatB*dSJt««J<B;<, 

S:¥'|a7C"efflv^5J: 5f--T*Ut. HJfiW^-fe^Va^ 

5o fc/ciU ^OJ: 5f-i-mt, ^ds^^atf— 

[0 15 6] T^y ^">a>-^6 1 ^(Ot><D^ s 
fcr3fc o ^-bfcfcc0T*fc^^, tt-g-LfcT*— ^/5^iEic 

y ^r— iXa ^$P6 1 $r^>f ir>^^^— v?-r 6 2 "CURSE 

[0 15 7] Z<Dl§&<DmWUmh LTft, ^il«RS-^ 

[0158] W±c^>EI 11, 012, H15 B^HI 2 0 
f-^-r»J*ft, ^ID^(homomorphism) <DM&&$IBi1~Z> 

1 'K 2 t)^D77^^KG^St*^ 0 ttt, S 

H (K, • K 2 ) =H (K,) • H (K 2 ) 
[0 15 9] El 2 1ft. $ fefcll 3 9 4^^7x-X 

ft. ir^v-a S^LFSR5 0 1M5 0 3d#y&£ 
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tis *J*!K£*ttSJ:5^*S^TV^S 0 LFSR5 0 175 
S5 0 3©«ni»Sn,r4, **L«x2 0 hg« 

«/*S*t5o Sot, tr>9V*-S©5 

#lxii> _bfiCn 1 If* h*SLFSR5 0 1 fc«J*SR«S 
*K #C<£>_bfcn 2 tf bdSLFSRS 0 2fc#gj$l£^£tb, 
$?>W(DJ:fin 3 t^7 h^LFSRS 0 3 fcWRWtfe&tl 

[0 16 0] LFSR5 0 1M5 0 3 tt, ^n^^r^7 

r v^i/a o 6 x «x.tfiftai <o>r^— yvwi 

mtf^y hO^— ^§rW^t-^o mOffltt, Mxfcf, 8, 
1 6, 3 2, 4 0^^it§rH>t^^ 6 
[0161] LFSR5 0 1 £LFSR5 0 2©ffl*ll #P^£I 
5 0 4 iCAjaStU iP#$H§o *n#*5 0 4 <£>iP#{tt 

5 0 6 sunU*#tt\ #Pj?^5 0 5 

tl* LFSR5 0 3 <Dt#jj bMW&tl&o iPff 31 5 0 5 

#&Stt, sum/S^te, SMft«l»afPliII»5 0 8fc{ft»&S 

[0 16 2] ?/^^7r Is 9 is a Is 5 0 6tt. 2>P 
IMS 5 0 4 fcj&qJM&5 0 5 <t DftlpJWr' — 9 <D$Lfy 
&t>l£1bK 0 0, 0 1, 10, 1 1 <DVvf;h,j&vT?*>S0> 
"C, -^{-*tj£LT, LFSR5 0 17^5 0 3M*fb 

0 0 0 751? 111 <D\,^Ttii>* 1 o(7)fi^t)^(Df 
— ^^mtJ-r^o LFSR5 0 1M5 0 311, »3B 1 a*A 

br-/ KD?*— *fcUJ#U »ao^A*Sixfct*. iff 

[oi63] wmffymmm&K sosb, Anns 505 

f&a*piu&&5 0 9 (cm^-r^ 0 phh» 5 0 9 

tt. A*3*tfc¥;*:i:, SMft»»3a?PliI»5 0 8 iOA 

[0 16 4] H2 2tt, 3t«SCT f -f ^^3Sa3(:i*3fj-S 
1 3 9 4-Y V^y:n — J* 3 6<0«JGftW3r*L"rv^o r 
<Z>«««JCjSJtSLFSR6 0 175SSWftW»3a*Plil»6 0 
9 «\ H 2 1 «C*5{t &LFSR5 0 1 B^fftW»a?Plll]» 
50 9i:Bl«<0«JS!l4:S*tTV^5 0 tot, *0>»f1s 

[0165] B23tt, X— y ^ylx=2 — ^ 2^)1 

3 9 4^y^7x-^4 9^Wj^LTV^§ 0 ~<£> 
«^J^*5(t^LFSR7 0 1 75StWfiW»afHia» 7 0 9 
fc, 0 2 2fcl*5l*5, LFSR6 0 1 ;&SfMfiWlfta?nl§Ig& 
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6 0 9 tmm<omj^t £jh/rv^5 0 fcfcU LFSR7 0 1 

^ x iTOCl/^^ 7 o 7tefft#3frfcl»«*— i fcT 
frR*^ LTa^bftLa^lTtottSo 
[0 16 6] 02411 y^/V= ^ 2(DT 

«fc*5»SLFSR8 0 1 7^M^ft&Wl^afP[HlK8 0 9 
B2 2\C& it LFSR6 0 1 »^te»*afP|HlB 6 0 

[0 16 7] fc*5, IH1 9, B2 0, *5<fcUqH2 4^ 

-r#LaBu r^y vsp6 i ic^v^-c^T^^^) 

[0168] fire>^©aST?license_key^5 

20 (H*f) i-5<fc5(--r*-4:dS-ca:5o ^coiice 
nse_keydS||K^SS*ix*< tt, ffii^aSS^^Sfc 

r£j&ST?#5 0 - co^^. 0!l*.tf. DVD Cx-r ft 
fC N gft&b 5^Slicense_key<0^— v>3 V 

hashlSftOtt^Iilft) ^SflBflc 
StiSo DVDyv— t-ett* 

30 [0169] H25iH26tt, DVD^W— VfC*5V^ 
T, license_keySrH*ri"S*^<0*Q!aWSr*bTV^ 

DVD^V—^ 1 COEEPR0M2 7 t V = V tT 
^ — ^ 2OEEPR0M5 0^C|Btt$^^TV^5^&, EEPR0M5 0 

(ihashK^: t ia« $ v ^ s 0 

[0 17 0] S#J^ ^^iy^S 1 5 1 ^C*5V^T, y — 

broDVDyw— y i tt % v^iir^yt 

/V^>t: 0 rL— 9 2tt^ ^r?'7 P S15 2T\ ^ICD I 
40 Xf5/7 P S15 3t\ S^g#CO 

I DSrDVD^W— V 1 tc2lttJi-Se DVDT^t- — -V 1 te, ^ 
f^/S15 4-e, Z-<D I DSrSm-r^o 

[0171] W£ v DVD^V— V 1 XT?y7S 1 5 
5-e, *SC;^blilkSr»l|£'t-So 
lk = hash (ID | | service_key) 

[0 17 2] $l±<D$Dm\*. m4<D^Tyy p S lTb^S 

5 (omm t mm<D%mx%> &<> 

[0173] m^., ^"ry^S 1 5 6(C31^ DVDyv- 
— -V 1 tt, Xr?//S15 5-CSg[*bfc«lkdS3fir3!i*^ 
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3*bfc±5fc^ DVDfcWu SM£*3»fclicense_key ( = 1 
k) (D/^—itals (hashm%L<Di&m\B\m, &fc»&tlX 
V^S 0 ^y^S 1 5 5T?^bfc|ilktt, hashg|$:£r 

iiaa[ffiLT*»fct>o-eas>So ^<ohashvok<ommm 

»kttfc»£W6S*ta 0 roi^, ^^Sl 
5 7 Mil*. DVD^W irltt. 3E*fia* (ttjtmft) 
Sr«i-*« g 1 £#J»!s£a£ U lk,(cik£r|§:*-r 6 C 
-tbT, ^^s^S 1 5 8^*51^ 3KE0>«lk,fchas 

KWftSriiasuHu *ffc*«iik rl *»*-t-*o 

lk g+ i = hash (lk g ) 
[0 17 4] ^^ix^S 1 5 9m XTy^S 15 8 

frhashH*«M3 bfca^a>£TO£i-5. awiiiisfcas^ 

KIW^ y ^yht^o ^LT, ^f^^Sl 5 8^ 
SWSaE<D«llk I ^hashH«SriSlfflb, ttJM- 

[0 17 5] «_h<£>J: 5l-bT\ S^a^telffiSSft 
TV^dlSi: hashBSm^^iffl bfc: Slft*^ b < ft 5 * 

[0 17 6] jfc*3, r(OJ»9igbHliS:fctt, m?Ll£io 

[0 17 7] ^x^^S 15 9t\ s<— v>3 V'JcStJESi- 

^jy^S 1 5 6X\ mikfr^%)X+foZ> tmfe&tltcWf 
-g\ xryZfS 1 6 lfcifi*. i:5£b/cSl^^#{-b 
T\ flf-fitskSr^i-So ^^^^S 1 6 2 m ^ 
1 5 SSfcfS^s^S 1 5 

e =Enc (lk g , sk) 

[0 17 8] IkK. *Ty7S 1 6 3 d^T, DVDy" 

\s" — Y i J3u /^yt^^ye e a^2i^L-c, ^ 

3^S 1 6 2XBf^ffcbfc'7 ? — * e hashMifcOjgffl 

xr^/S16 5-e, y-T/u^ ytv^- ^ 2^tt 
ShashH»©ii«liI«Sr*-raE*wfc 1 
6 e *Ty7S 1 6 6 Mil*, ^"ryzfS 164 

t?S«tfc«gi, *^:/S 1 6 5-CK«bfcjE* 

^\ xr^^S 1 6 7 Hit*. y-Tv^Vf*.— ^ 
2 (OEEPR0M 5 0 fCfBtt £ HTV * 5 1 i cense JceytehashlJB 
^^igfflLT, Sfffcftlicense.key^iSrft^fe** 

'So 
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license_keyr+i=hash (licensejtey,) 
[0 1 7 9] #CfcL. ^7-7^S 1 6 8fcjl*, w£ 1 fc 
iW^y^yMt, ^T5//S16 6CI5 0 
yVs 1 6 i*«w*«S5LV^»5^Sr*iJ 
£U W#^bv^t¥iJS£jft,6*-t\ ^f^/sie 
7, s i 6 stoteadSiDfeosgb^sixSo 

[0 18 0] Xf^/S 1 6 6T\ ItgMwtl 
bV ^ fc flj^ £ ttfc»^ (Sft* j**license_key^s# h 

10 sk*#«J|E§;h,S 0 

sk' =Dec (license_key„ e) 
[0 18 1] £JLh<OJ:5fc:, license_key ( = lk) Srig 

[0 18 2] ft*3 H 0 2 5 6^bfc&a#l<E>» 

e3|-t-SJ:5»-bfcdS. wHS-g^b^X, license„ 
key^Kff-r^r ^ t pTffi-efc^o r<£>4§£\ EI 2 5 <D 

20 [0183] tftb*), ^<Dm<om&, *^yys 1 6 

*-T**gtte2IS^*V\ J^^S 1 6 4T\ 

£ N ^f^^S16 5t?, ^(Dtig^iky*— 9 e Srlicens 
e_keySrfflV^Ttt-»-t-SftLa*s % J: 5 (cUf? 

sk* — Dec (license_key, e) 
[0 18 4] *fc, ^^^/^S 16 6-C, DVD^W— ^ 
30 1 tt, ^^s'^S 161 "C^EbfcBf-^liskSrffiV^T. 
2IHii-S7*— ^SrBt-g'-fbb. e^5o y-^/wav 

^2fl. x>r y/S l 6 7-erttSrgfii-5 
^x^^S 1 6 Xr^/S 1 6 5"C**fcl*#«i 

sk' ^ffiV^T. *#i-**Da*|8^rrSo ftK. 
^S16 9^ m-i-bfc^#?>^^/cT ^ -^^IELV^^ 
5^Sr*JS1-5o r<0*JS«, W*.fiMPEG*a;<DTS(T 
ransport Stream) h^Sfi SttTV^SiS^^tt. 

^-(O— Ha^MOfc6<D3- K (16^1 

40 "CfcS ^S^Sr^^ y 9 1rZ> ^ t Xff Z> 0 
[0 18 5] EbV^a^s-c^^^ofcSr^dtt, 
^>^s i 7 ojcit*. y^-/^^ ^ 2 ft, J!k 

S;^C ; g6o"C^ license_key£rjiL#r3~5o 
license_key=hash (license_key) 
[0 18 6] ^{C. x^s^S 171 (C5t^ 
S 1 7 0-C*iC>fclicense„key4rlii: bT. ^^j'^S 
1 6 4-ea«bfc«f*fbf f — # e Sr, ftS«ot|f 

sk' =Dec (license_key, e ) 
50 [0 18 7] ^Lt, ^f^/S 1 6 8{CMD, 
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1 6 9"Ctt, HLV^a-g-dSfffctLfc^d^SrS 
W^JS^So ^ctpia-C, XT^/S16 9TiE 

o, si 71, s 1 6 s (Dum&m*) Mi^mft£i%z>o 

[0 1 8 8] a±^<t5^Ltt, license_key£rJ5#f 

[0 18 9] £/c, y— xftiji^tt^Bt-^gio^^ 

[0190] El 2 1 tc^-T y — ^ffiijO 1394 

^>^y^— 2 etc^r, lfsr5 o i Tb&mt&m 

Art"*?*— * t LT^i^fiffiiff^\ 12 2 2 
iXV^lilOl 3 9 4^f^7x-^ 3 6 (C*5V^T. LFSR 

6 o lTimmm^mfmrne o 8-e£j$L£in&m-%m 

^ 0 2 KOI 3 9 4^y^7x^2 6l^V^Tfj:, 

S 5 fc Wffl L T Bt HHi^ ^8 S ^ 5 J: 5 
^nt*5^ 122(01 3 9 4^^7x^3 

[0191] tot, V— ^fiiJ^fe 1 3 9 4»*.x 

1 1 ^Lt^y^ffll^ttlStifcliStJSrSrittS^ 

J: 5f--t"SwfcdS-e#5o B2 8tt, r<DJ:5^3g^ 

[0192] -ttet>h. ^<o«/&wc:^Tfc^ #fife» 

(ft9¥P[§IJft9 0 1^ SL*3S£#9 0 3 a* 

A***T,S¥X©#Wih«J»3S«Jfr»J|tb. 
Hfp[HM9 0 4 tmWm$&9 0 2 fcUtfrf-s «k 5 fcfcS 
tvrv>$ 0 S3»EIj»9 0 2^tt*fc, -fe^i/aV^r— S 
fcAASivrv^S. JWilHl»9 0 2tt. "fe^->3^— 

s i*te»«afniii]»9 o i c^m^citc^LT. Bfa£<o 
[0193] tiftbftmaftiiift9 o #ftfe^sfp 

W»3ffifb«r«J|£U Rf-^t^ U1 3 9 4/U11 (cffl 

[0194] v^^«(c:*3v^t«, $m&}W*m 

fPEII»9 11^1 3 9 4aS* 1 1 Sr^bTA^S^SWP 
aft[3]»9 1 2^Sff[Hl^9 1 3(caWbTV^ 0 St# 
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0K9 13tl4, t^v'aV^SfcAA^TV^ 
SSJSIUK9 1 3tt, £l^ftatoaftllltt9 1 l^b<OA* 

*©»l«S**a»:»*#9 1 4K:W*LTV^So aic 
»*#9 1 4tt, 1 3a»&A^3*b6itt«r#J 

0K9 i 2^u^brv^So t*teft»a?niHig& 9 i 2 
W\ #ftb09ttafnliieS9 1 1 £9&&zh&!te-&xk. 
aJWftfeB 9 1 4 J; 9 A;£ £ *tS a$c £ ©SMfittWBfP 
10 £jKj*U B»^X*«#UT5F3ti:brW*i-5J:5^ 

[0195] a»3B£*9 0 3 (4, H 2 9 

J:5t-, LFSR 9 3 l»I^n^^7r^V9y9 
3 6fcJ;9«^SJxTV^5 0 EI2 1t;^bfc 

LFSR 5 0 lM^n^^^r^v/a V 5 0 6 t ID 

[0 19 6] fc*3, H*tt*l»-t*S*. ->^«<z>a* 
»t«9 14t, H2 9fc*L-fc«^fc[a«!fc«riiSjx 

20 [0 19 7] y— ^ffi0<O«*iaiK9 0 2 i: 

ffi!l©«»|Hll» 9 1 3 ^tt^ttH3 0©7n-ft- 

[0 19 8] fcfc, *<DttfN-oV*TRll|i-So 
[0 19 9] y-^{|iJO^[HlK9 0 2 14. Pte^3S 
fp0»9O ld»fe(DA*Cifc. Bfft(DB8*f SriUfllL 

£r^fbTV^ 0 
Vi= f (S, Cd 

[0 2 0 0] ^f5'/S2 0im JilESilc*5tt5C, 
30 K 0 Sr^DfflKSbTJSfe^SKtStuSo 
V.= f (S, 0) 

[0 20 1] ftff@Jft9 0 2f4, XTurZfS 201 ~Cfit 
J*bfc«&* ^fy^S 2 0 2T?a«»4«9 0 3fcW 
Jj~fZ>o aSfc3££^9 0 3 -Ctt. 9 0 2 <Dti\Jl 

V 0 ^ x LFSR9 3 1^9 3 3tcAASlx, |0»!K£S^ 

-5 0 ^lt, Ei2 i (c*bfc»^fcra«(cb"c. a^c^ 

^Wf^llfPlHl^9 0 1 tC^^&e 

[0 2 0 2] #flfc«j»afiiIil»9 0 1W:, rcoa^c^A 

40 £}£frt^xk<Dwwmmn&mn\^, 

ttff(ilK9 0 2ic{&f£i-£o 

[0 2 0 3] S*EII»9 0 2(C*5V^Ttt. 

?//S 2 0 4I^T, #ffi»lftafdllll» 9 0 l^feA 

[0 2 0 4] *(^, X^^y^S 2 0 5 Kit*. ?*^[h]!& 
9 0 2tt, ftS;SrSSt5o 
Vi= f (S, &) +V|., 
[0 2 0 5] V^©^ i - 1 -C£>3^ib, fr^tim 
50 ff£K6o 
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V,= f (S, Ci) +Vo 
[0 2 0 61 *T?7S 2 0 6{cm&, l^*Bt9 

i = 2 h m^Ati^ivtc^-^^Q^m^ 

tO 2 0 7] J^^S 2 0 

V 2 = f (S, c 2 ) + V, 
[0 2 0 81 ^yZfS 2 0 6 -?Mu &<0<fWS9r5£<E>ffi 
T^bV^^^Jft^tu it<=fetm(l 
^S 2 0 7 l£5fi*. i £ 5 1 tcHf-f ^y^^bJ 

[0 2 0 91 ^T5/^S 2 0 6^V^t, GtDfflWSgJfS 
<DffiT4:*bV^*J^Six«:»^, ^7^/7 P S 2 0 8C 
it*. ^^y^S 2 0 5-ca*S*tfcffiVi^a*«** 
9 0 3(;ittl;*J&*V5o SLtMS9 0 3m x*ri?7 
S 2 0 £0>«2SLFSR9 3 1 

#^9 3 3tc%jmmt itsj^^c ^lt, ^o^u 
[02101 m»\B\m9 0 2ft v,*a»:*£«9 o 3 

^tfWb/c.^ ^r^7 p S 2 0 3^I!), SEft i «: 1 K 
[02111 V^, ^Hx.tfTOffi^8 tf-^y b-C«$jl,5 
2 5 6 (= 2 8 ) EHC 1 [Hl(Of)J^-r% GOfftTi 

£-r sa*tt, 2 s 6 [at i ig^w^fcttsft; ce*?) 

[0 2 121 8l^ttWa?tiliH&9 0 1 J: 5UAS*tfc9* 

i k<omib#immn&9m£frit&* &&xk tt 1 3 
9 1 1 tca^^tt6o 

[0 2 131 i^^WlJiisvvcB:. ^ftM9ft[iH&9 
11^ 1 3 9 4^^ 1 1 &^LTA;fcSixfcl*** 

CiSr, ^»[Hj^9 1 3Ktti;*;bTV^ 0 %ff[n|]%9 1 3 
tt. ±3*b*iy— ^«<D»»0|»9 0 2 fcHfc^toaS: 
U 2 5 6@in IhI^W^T\ SL*#£* 9 14C 

mSrlU^et bTa*«r»£U »£bfca*«r3Mfe 
tt»3S?n[§Il»9 1 2fc|i|*t5« tWfiW«ffllftia»9 1 
2tt, 7^S*vfca*i, HNftW»a?PliIK9 1U? 

[0 2i4i r<o± tt#i§H&9 i 3«. mutton 
m$mm9 1 1 as«H§^-*«:2 5 6iaaAi-5i: 1® 
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4^* 1 1 ^bTAA$*iS«f^— 

fcfcLtt, W^«<OBgf*X4:a*<ottffilB««. tif 

[0 2 151 ft*5, j»*II]|»9 0 2*fcttj»»|lll»9 1 
2 5 6[lI{Cl[HlcD#J^^^^^ffi^tti^$ 

10 [0 2 161 fc*5, 3HI*fcttS«b/tWf*7*-^<Ojfe 
ifc"5Tffi-e*>*ds. *<z>± 5«ci~5t. 1 3 9 4/^1 

[02171 a*»^#9 0 3 *fctta*»*# 

914 Kiw^sioJHteJ: ttd #ftb»tta¥pmi»9 

20 0 l*fctt9 1 l<^Ui^i-S7*— ^GSr-t<Z>**fiJffli- 

1 3 9 4^^ 1 liSrejSSHST*— ^-t?*>9, ffi^n 
S***t**>S 0 ^—^GfcWJBIttfcbTIttSJ 
?UffliH\ ^^*fbTgFf^«»€rJ£i-r ^(UoT 

[0 2 18] tr?>T?, IEEE 1 3 9 4/^^ 1 1 <D"f— # 
<52l;4r:S]l;iW\ asynchronous^^ h isocfrronousfn^lcD 

2 o<D*ffidS*>So - © 5 *><Oasynchronous<B2£W:* 2 
30 o(Dm$$mX+<DlM l<Dm&T?foy , isochronous^^ 

tt, 1 o<£>J»8§j&»e> 1 3 9 4^^ 1 1 ±(D~f^<X<Dm^ 

K»t-5ia*Sfifl[t-e*>sfc%*.5rids-etSo 

ii^tttx P*i"5/6M5d s 3fcV^t?, asynchronous^^"e 

[0 2 19] V^^, H4<OBEE, «#*^t3 h=i/Wc*5 

T% license_keySr«poTV^*V^ii^^fc, DVD^V—^ 

40 ^Va sk&eik-CBt-f-ftbfcllt-f-it-CfcSo 

^flUSSt^fc-S^^- y^/W^^t 0 ^. — ^ 2^, licensejte 
ySr^oTV^/ £ cV^C0 ^ -e. e Srttf LTjEU^skS:#5r 

[0 2 2 0] ^A/fe^afttcJ; V^/W^ Vt°a 

lk*fflv^ri»#^fc;bfc«f*Xe<DW*Sr^fcAixfcr i 

50 fc< £A/*qfcf££f. -^(-Pf^-^^^t-/ ce ^ o 
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[0 2 2 1] TfjEfts*— y-^/W=z^t: 0 ^ — ^ 2^ 

1 DSrDVD^W— ¥1 fcffcfcSRfc:, 4ft(OID&«i 

DVDyV— irlft, r<Dj*«<D I DKS-3V^ttl 

[0 2 2 2] 13111 r<D^£r%«LT, is^^mSt 
SrJilk-eilt-g-YtbfcBt-g-3:e*S2oeJU:tt % ^CDi/>-^ 
03 1 t^ft^&kilfl 04fc*Lfc#yai: 

[0 2 2 3] HI 3 1 O^SMt-^V^Til * 

;i/nyt^-^2^ y— lt^dvd^w— ^ 

tUftl* asynchronously^ <£ ^XfTk>%h%> 0 
[0 2 24] IEEE 1 3 9 4 1 1 ~C?il -tih/fcg&RS 

[0 2 2 5] 03211 asynchronous'^ >> h <OX> t o 
"Cfc<5 x write reauest for data quadlet'^ y Y<D~7 
ir—^y bSr*bTV^5 0 I^EI{^*5tt5destination_ID 
14. Sfim^oy- K#-§-«r*U sourceJDfl Slfi 

quadlet_data<Z>ffi»;i, *>C>d»C«>^«>e>iXfc 

[0 2 2 6] DVD^W—^r 1 H ^T^/^S 2 0 2 
liEg3fc£^i~asynchronous>^s> h ^ ^<£> 

/^r^ b*2HILfc«S(Oy — K#-8--T?4>Ssource_ID 
Srtt^BiSo ^tt, ^r^/S 2 0 3I^V^ DVD 

^Mtl DVD^l/— tlfl st—y-f/l'^^K 0 ^ — ? 2 
T, /^yt;vnytv- ^ 2(c^fLT. *«BS#Xe 

2 0 4«i^cDMiiEy P T3 hn/V,*S|gff SJtSo 

[0 2 2 7] rcO^^^^S 2 0 Alh^^y^S 2 1 

[0 2 2 8] ^CO J: 9 ^S^tr^fc^ DVD^l/— 
till ^fy7 P S2 14m^, ^7^^82 13 
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T?BK*»ofc>>*- y-TvWra^tfa.— ^ 2oy — K#-g- 
Sr, EEPR0M2 7(cfEtt-r^o r<Dy>— K##H DVDy" 
¥ 1 ^&<£>-tr ^ V 3 skSHSKv ^*8tt S l» 5 <S 

[0 2 2 9] £1±<D£ 5^i*Sri^J:9. t>£o<Dv" 
^tlSWio©-feyi/3 sk{£o^T#fejft,S 

[0 2 3 0] 0 4<£>fgIiE:7 p P Y^)V<D^'ry 

?s 7fc*3ivcn y-xM^i/y^«^btl 

£^<#i?^>3 skSTttlk^^Tflf-g-ftU e Sr 

DESBg^£>3 0 ^<£>DESBf-f§-fl ^pXO 6 4 tT ^ h CD:/ 

[0 2 3 1] V^, 140^7^/8 7 ^3ol^T, 
i-^Bf-^T/Vrfy X^§rn tT^y b<D^X^n }? y h<£>Bg 

skcotf^ bg^rn ¥y h kTZ><> ntr^h© 

«lkSr«V^«15IS*Lfc«m<Dn f?/ hSr, -^cD^^e 

[0232] y^-^iW^^y^i^ 

*.tfe &m&Vfc^AEm\^ Simtm^y^B V^r- 

[0 2 3 3] IE! 3 3H r <D^^#« LfePIiE^n h =2 
/WDWSr^LTV^o EI3 3(c*5ft*^^^^S 2 2 1 
M^r^/S 2 2 6*-eoMl}l 0 4Cio(t5^7 

40 [0 2 3 4] X75/y P S 2 2 7(^V^T, y — **S8W: 
n 1^^ b<£>£Ufcr Sr^U S 2 2 8 

fiik-ew-s-ftt-So 

e =Enc (lk r | | sk) 

[0 2 3 5] rcott, CBC^e— KtV^ 5 Bt^—K^ 

03 1 ioi2i:n m—<om<o^}MK I v& 
50 *&^^^^Tv^^ 0 rco^a^tti vn v^^^^-cs 
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[0 2 3 6] Bf^fb^a^^THu *1\ ¥X<On}? 
y h^Sl^ojy^*^? 1 0 0 3cO#:i Vi#ftfe 

Wfaafpa»[us& i ooi fctei^-c#tew»afp«iit* 

*U *<Dtt*#llff-!§#l 0 0 2(CA^$tb^ 0 «H§*1 
0 0 2<Dntf?/ b^Bf-g-Xtt, Sl^a^^iUIi 

'So 

[0 2 3 7] ¥JCDn tf y FO$2^n yP&AjlZin 

fpm^ iooi ^^l*5v^■T:tlM&w»a*l«ll^*^^* 0 

«f*»l 0 0 2ia*^^ WH^tStb 
5 0 Bf^l 0 0 2 0W*nn tf^ KOBgf#3ttt, SS 
2 7x2 (D^X h bT»«KK:5£« S*bS 4: * t> 

[0 2 3 8] — ^r, a-g-ffilfc*3V^Ttt, iiff£&3r^bT 
ea6**LT#fcBf#X<c>IBl^njy^3^tB*Bi Oil 
tcj: i9m#Sttv #fl&W«H!SiIiIIKl 0 1 3lc*5i*-C. 
VS?** 1 0 0 2Ki«#£ixT^54nfflteI Vk$m$) 

[0 2 3 9] mmm*frisXtem$}vxzfz.mi7uy 

Xfrttt-^U SMftW»afPlllK 1 0 1 3 \z.m$&1rZ> 0 W 

flfiWB&afpiHiKi oi3[t o i KDttiAn 

^2^n v ? (D'fe^m^kh l/^i? 1 0 0 2fclfly$$;h, 

[0 2 4 0] g§2:/n ^ ^(DBt-§-X«*fc. W^x^ 1 
0 1 2(C{S«P£j|t5o 

[0 2 4 1] KJi^iSfe^^ttOigbSlfi 1 ^^ « 

[0 2 4 2] ft*5, CBC^— KIcHLTH:, Bruce Schne 
ier^f <D Applied Cryptography (Second edition) fclf¥a£ 

[0 2 4 3] El 3 3 (CgoT, J^y^S 2 2 8 ^3oV^ 
n if jx Koa» r Sr W©* 1 y ^ 1: -fc 
s/Va skSr5pX<0*2>^n ^ t LtPf^/n h 

3/W^A*t5o tot, *l^n^^<oSL«rH:, V 

a?P»*Stlfc«, Bf-£-*l 0 0 2-egilkSrffiV^TBS-^ 
ffc£jft,£ 0 fi£oT, Bf#*1 0 0 2^e>, Enc( lk, r 
(+)IV ) *sfflAS*t5 0 

[0 2 4 4] rcOSt-^^l 0 0 2<Dtii£}&Ui/*? 1 0 

^^-sk*SAAS*tT#fci:t. Sttbfttt^filtt 1 0 
0 lT»»fl&W»afP3fts»J|tSlxSo SoT, 
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fflHH&l 0 0 2Offl^ft Enc( lk, sk(+)Enc( lk,r(+) 
IV )) iftSo 
[0 2 4 5] y— *»»Hu 7x^/8 2 2 9^^ 

2ocoy ? a-/^<oiSM^^-e*-rJ: 5te«ntu 

e=Enc( lk, r(+)IV ) I I Enc( lk, sk(+)Enc( lk, r 
(+)IV )) 

[0 2 4 6] v-^^*B«ffiS^*5V^tt. ^f^//S2 3 
OXmmZthXZtce ^fs'^S2 3 1l: 

10 *5V^r, EEPR0M5 0Jw|Blg$ti/f V^51icense_keySrffl 

[0 2 4 7] £Lh<D<fc 5f-bT, V^*B3&SjEbWi 
cense Jtey£^oTV^5#^(;i;&V^T<^, sk = sk' £ 
fclU y— ^aH^t^^^flMWWfcSsv^T, tr>3 

[0 2 4 8] ±3£©e©*dSS!*-t-Sfcr^>«. PI— (O 
tr>a skdS2fiK±«v^*Lfct ttt, SLSfc 

skdS^—^feS^ifS^W^*)**:*, *£H4«r 

[0 24 9] jfe*3 N ^u^Sf^OflJ^— Kfc bT<fc 
<*PfeixTV^-5fe<0^, ±!ELfcCBC^— K<0fl&. ECB^E- 
— h\ CFB^e—K, OFB^e— Yt£}*1fiibZ>* 1^5^ 
f©2oft7>f- K^^^SrfflV^V^^>"C, 

30 ffl^e— KfCoV^Ttu ±IBbfc Applied Cryptography 
(Second edition) (cffifi^ $ttTV^5 0 

[0250] m4\^vk.«mm^^x 
tt, y-^^^v^^«BJc»br-fe2x^3^— sk 
Smt-g-ftbfcBf-g-^teSriSIO, EMS ft i'V:? 

#£>*bS(D-C\ *K»fcy-^flMS*Si/^^»BS:BIiE 

UTv^r.fcMft£ 0 r^se-m* y— xms&<owm 
nnt>tixv^w ^f]E/£y— -x«BSd5->'^ 

[0 2 5 1] w<DH3 5©W^*3V^Ttt, Xr^/S 2 

6 4tf^h) OSLRrSr^fiKU ^7^/8 2 4 2^ 
V^r, ^tt^ry-^mi^ UTCDDVD^I/— ¥liC^W 
i"-5 0 DVDy'l/— till y7S 2 4 3 (C^oV^T. 
50 rcOSLRr $rSHU ^7^/3 2 4 4^^ 
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y*7§ 2 4 5-C^iT/Sr$fiUfc^— y^/l-^^t^— 9 
2tt, ^^y^S 2 4 6(C*3V^T, EEPROM 5 0 (ClStS £ 
JltV^ID8rK*fflU DVDyV— 1r HcSHii"5 0 D 
VD^V—^r 1 tt. ^7^^8 2 4 7^ rco I D£r§lf 

[0 2 5 2] DVD^W— Y 1 y^s^S 2 4 8 

Ik = hash( ID | | service_key ) 
[0 2 5 3] DVD:/l— ^ 1 tt, J^^S 2 4 10 

[0 2 5 4] £ £>(C, ^t^^^S 2 5 0 M*3V^T, DVD 

e = Enc( lk, r I | sk ) 
[0 2 5 5] rcDJ: 5»-bT^fcS*Lfcett, 
S 2 5 1^*5V^T, DVD^W— 1r ld^fc^— y^v=3^ 
fc 0 ^~^2{C5£fI£*b£o 

[0 2 5 6]**5, -(Dk^CDm^it^— K£ LTfl 

CBC^e— K* £\ ^ -r — y 9 £:* \\mirZ> h<offifem 
SttSo 20 

[0 2 5 7] ^7^^82 52^ e SrSft bfcy*— y 
f;vrtyt:^-^2fl ^^S 2 5 3 M*Sl^T , e 
^license_key^rffiV^T^-^-Lfc:i^m^r. r* fcsk' CD»3£ 
r ||sk* fci~5o 

[0 2 5 8] r'Olf^htft 

[0 2 5 9] ^T^y'S 2 5 4fCjol^T, y 

f;Vnyt°rL-^2ft r-r j&Sjsft5 siod^if 5 J&*S: 
*aci-5o r = r *S/i)c3fci-S#^\ /^yt/i/nyf 30 

WWU sk'^ts/Vay^iLTSItSo -fr 
te, license_key^V^Tm^Ufc^*Or ^r£*b< 

v ^lkSrflsjsM- § r # f6fc«#;£ # -c *> S d» 6> -e* 

[0 2 6 0] mt^Lt, r = r j&S/*5!EbJ&V*#^ 

jESftaift-ettftv^kiRiwu sk* «rwai§i-5o 

[0 2 6 1] «_bo J: 5 ^m^&flWci-S ^ t T\ 40 
e^^flMBW* y-*a^£i&fiEih£ r i: * bt« 4: ft*. 

[0 2 6 2] H36fctt, ±lB£|Ub, ->:^8«&asy 

J&S*S*l/CV^5 0 *AQi3ffi«ltC*5V^-C, ^s^S 2 6 1 
^t>^f^^S 2 6 6«)«!iltt, IU4CO^^^^S 1^ 



mmW-X 1 -5 3 2 6 4 

48 

<5o 

[0 2 6 3] XTy^S 2 6 7t^ioV^T, DVDr/W— <Y 
1 tt»«l«*SrT4:-t-5 0 LtA#»lc 

#Jx.fcT. IEEE 1 3 9 4Mfe\z.»\f^X7£ti>binX^ 
5. 3 2^^ h<DCYCLEJ!imUi?X#(Di&£$imir& 0 
[0 2 6 4] CYCLE„TIMEl/v?X^f^IEEEl 3 9 4s*X± 

<Dm&'*<!r y hK£o T##^OCYCLE_TIME W -J* 9 & 
— «t-3E*f StLSo S 5>(21^^±tC#5i024. 576MHz<£> 
^n^^(:j:ot & CYCLE_TIME UZ?^ 9&1 TolWW- £ 
itStfrC, l/^^ij:^4 oty#te lSM^ti 

[0 2 6 5] DVD^l— Vlli, 2 6 8 fcl*3 

l^T, T| |sk£lkT*i©-JHfcbTe£:#T, ^7^^8 2 6 

[0 2 6 6] s<—y-r/\s^>\?=i. — ? 2fc*7 L y7 p S 2 
7 0-Ce b, ^-r ^ >^S 2 7 1 "t?license_keyS: 

fflv^r*t£«^-b, *<D3te*Srr||sk' ijs< 0 

is, r coas^cotf ^ MRS: 3 2 tr^ h^-rs 0 

[0 2 6 7] ^TyZfS 2 7 2-C. T' (DIE MittSrtfeSc 
oCYCLE_TIMEl^^^<Dffifc, T'<OffiS:Jt*iL, ^r<7>^ 

[0 2 6 8] r co^Sfc^ L7t^, ^-yf/vny 
2 ftDVD^U— Y 1 dSES3&«l«"efcS fcHHJWf 
IT, sk' Srt^Vay^^LtSIU ^^*<Z>» 
^-fctt^— y-^/l-^ Vt°rL— 9 2ttDVD^l^— l a 5 ^F 
jE*«a&"^*)Sfc LTsk* Srflft*-r5o -ftte, license 
_keyS^^V^T^b^m^iEUV^r iftS <t 
3tSr^"C§:S<Ott, jEbV^k^^S^fcfrt-efcS 
fcfe-CfcSo 

[0 2 6 9] Wi:<£> <fc 5 fcBBE*aSr«*i-* ^ 4: J: 

[0 2 7 0] 04©^aaWlC*5V^T», license_key£ 
rsk=sk , *5sk' «r#Sr fc2SttJ3fcS<Z>T\ HWWtCiy 

tr>3 V^r-^lk^rffi V^TBS-g->fkbfcBt# 
3CeS:#5r:idS-C#Tb*5o ^Et^-Y 
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[0 2 7 1] rop^jii^u H 3 7 K*i-»iE*a;<o 

Sr2S5<fc5fcbTl^5 0 El 3 7 <Z>teSW£rKWi-<5<> E* 

[0 2 7 2] 7f^^S2 8lH^f^^S 2 8 5tt 
IH4CO*0 ; a^|cO^^^7 p S 1 ^b^^r/S 5 irP^-C 10 
*>5<0"effiMSr«li»i-So ^fy7 p S 2 8 6lc*5V^ 

tf6 4tf^h) <Dft»rlir2Sr£/i£U -tOjiteSrMli: 
•T^o ^r^T'S 2 8 7ic*5V^T. MlSr«lk"CWf-^tL 
TXSrfPt), ^x^ys 2 8 8 "CXS:^— y^yw^vt 0 ^. 

[0 2 7 3] X*ry*?S 2 8 9 -CXSrgtt StofcA?— y 
^/l^^t?^.— ^ 2 tt % ^fy^S 2 9 0^ license. 
key«r/Bl^Trjft,&«#U fcfe^Cfe^fefe^fclf y 

h« (Mx.«6 4 If y b) r^(C^ftJUTrr | |r2' ti" 20 

£ e W^f^^s 2 9 l -e*>fe^c»S«>feixfctr >^ 

h* (OT*.«6 4tr* 10 <oa*r3&£dtU 

S 2 9 2-C. r3£r2* SrSM£bTM2<M§$ 0 ^s^S 

2 9 3^, M2SrliceIlse_key^fflV^r^^kbTYS^#, 

[0 2 7 4] X^ys 2 9 5T*Y£Sff bfcDVDyV— 
tlft ^T^y^S 2 9 6-ClkSrfflV^TrtuSra-g-U 

kte&m\*XT3 § I |r2" ^-T^o ^s^S 2 9 7(C*5 
V^T, r2" i:5fe^2lofcr2^bV^if5 3&^Sr|feaE^- 30 
£<> £©&Sfc*8cbfc#^\ DVD^V— y 1 tt^— y 

•^vW 3 y fcf ■ — ^ 2 #*IE^ ^^^^(3^V^ £ bXl§ 

^t^^S 2 9 8M*5V^TDVDyV— -y 1 li-trs/V 
a skSr^JsKU ^r^/S 2 9 9I^V^, r3' 

iskSr3gj|S-t-5r i:tcJ:9M3Sr#So ^r^^SSOO 
■X?M3S:«lkS:ffiV^-CB»-^YfcbTrtF*3tZS:#T, 
ys 3 0 1 -erttSr^— y-yW^yb 0 ^ — ^ 2 d^ff-f 

[0 2 7 5] y^-y^vl^yf^ — ^ 2(^r?//S 3 40 
0 2~CZ£r§:{f U Xf^/S 3 0 3 -?Z£rlicense_key 

If^h) rifc^MMLTrr' I |sk' ^-f^o *Ty*7S 

3 0 4K:}3V^T\ r3"^{Jl26«bfcr3i«f UV^if 5 

a y fc 0 ^ — * 2 ttDVDyV— 1 dSjESft«l»t?ttftV^ 
£^MbTl&fIEyp h3/^||7t5 0 rcD$^(^& 
bfcSHh y^-/V=i^b 0 ^— 9 2ttsk' SrtyVa 
y^r— ski: ITglt^o 

[0 2 7 6] «±co J; 5 ^IRBE^n h =a/vSr«JSfci"S r 50 
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flt?»H3 3i^bfc«a«ira«K, fc^jty— 

^£tfM£o t> <£> bir y -> 3 y skSrffl V ^fc fc 
Ltt, *^*«lkKJ:oTW-g-'ffcbfcBS^3t^Kltr«> 

[0 2 7 7] fc/^U El 3 7CO^L3g>P!J(CioV^Tfi, ffiffi 
LTV^^BS^T^^yX^^nlf^ hCD^CO^, rl, r2, r 
3, sk^tf^y MRtntT^ h^*>S^(Cfi, ra«d $ *>So 

y/S 3 0 0tC*5V^ ZOMr^ntfy h£ LT, ^.y 
/S 2 9 5-CSmbfcY<Dffl^nlf^ h Sr^E: ffi 5 r 

[0 2 7 8] i©IBJHfc«*-t\ y-^«B»35S->^^« 
*<Z>jEattSrflHRbfc«tC"fe^->3 y^-SrlS^kLfc 

^?>B4 0 ^i- 0 HI 3 8 h m 3 9 (DtDMMftm 3 7 <D 

[0 2 7 9] El 3 8 Ktf L.fcUUy'^ h =*/\'<Dt$mffl& 

■*^e— CBC*— Kftif, y^- K^^^^fiJffli" 

[0 2 8 0] ^ry/S 3 11 ^t^fy^S 3 2 7(1 
EI 3 7<D*"riy~7S 2 8 1 d> £> * ^ s> ^ S 2 9 7 fc IHHI 
4<OtIP|Hfif5o ^^^y^S 3 2 8(^4oV^T. DV 

D^i — -y ittfcfed^D^Sfefeivfctr^ b» 

64tr?/h) <D%L%tr4t±v^B y^-skSr^-T^o 
3 2 9^*5V^-rr4ir3* i: skSri*^brM3Sr 
#9. ^fy^S 3 3 0^^l*5V^TM3S^|tlk■T?Bt-g■^tbT 
ZSrW-Mtb. ^T^^ys 3 3 1 mSsl^TZSr^— y^/V^ 

[0 2 8 1] ^^^y^S 3 3 2 "CZSrSfS bfcy^- y 
;vnyt°a- ^ 2«u ^^tyy"S 3 3 3 ^^iH^rlicens 
e_key§:fflV^T^-^b, ^rCO^m^fc fe^b^^fe fetu 
fclfyh* («*.tf6 4lf^h) r^t^^JbTr^ Mr 
3" I Isk* ki~5o ^^^y^S 3 3'4"er3"*S5fe^a&f&b 
fc^3^:*bv^^^f 5^Sr*fib. Vbv^^^sk' * 

[0 2 8 2] SX±<DX o \z.mU7* V =«/VSr«^i-ix 

tf, y-^a»^v^^tii»<oE^tt*»»bfc«fc-fe 

5^V3 y^r— S:Bff^bbfc«F-S-3tS:SI«i-S<Z>*ftb 
[0 2 8 3] 039 <D^3S^!IfeEI 3 7 C0^3g#!!<£>^7^F!l 
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[0 2 84] gj3 9C0^X^^S 3 5 1 i>*b**ry?§ 
3 6 1 ttH3 7^77^3 2 8 1 frh^y^S 2 9 

i tmm^h^^wtmnmm-r^o ^y^s 3 6 2 

^*3V^T. yt^3 Vta- ^ 2ttM2Srr2' I |r3t 
LT^i"5o ^t^^S 3 6 3fc#5^-T\ M2Srlicens 
e_key"T?»t#'fkbTYSr#, ^T^^S 3 6 4 "CDVDyV 

[0 2 8 5] *^y:/S 3 6 5^Y&g«bfcDVD:/W- 
f ^fy^S 3 6 6T*r;ft^@lk£^T«-l§-L 

4tf^M w t M:SMM bTr2' ' | | r3 1 *5 < o 
3 6 7(C*3V^T X r2 ,, ^^^tbfcr2^^LV^^^5 
^S:*S£i-So r<0«*fC5fcflfcbfc»g\ DVD^V— Y 
1 yt;^yt'a^ 2*s:EMjfc^^ttfcl^ 

-&*L*:4&£\ ^^^^S 3 6 8 t-^ol^TDVD:/^— t 

1 f*i? r>a v3r— skSr^U X7^^S 3 6 9{:^ 
Wt\ r3* ^sk^aS^"T5r fcfciJ: 9M3^#£ 0 ^T^iv 
^S 3 7 0-CM3Sr«lkSrfflV^TBff-g-ftbTBf-g-5:ZSr» 

2 ^3if&-t-5 0 

[0 2 8 6] s<— yt/Vn ytV- ^ 2U^"ry^S 3 
7 ^f^^S 3 7 3 -CZ£rlicense_key 

■ea*U as>6>d»c»«»fe*tfctr y bWc («*.fi6 4 

tf^h) ^^#JbTr3 > * | | sk* ti~£ 0 ^^^^S 

^sr*ftat-rso ^(o^m^mi^tcm^, y^n 

ytV- ^ 2ttDVD^W ^1 d5jEa**»«"Cf**V^i: 
WWtUTWBE^p h=iA-*j|»Ti-So r<0«3tE^»U 
fc#-g\ y-f-^^ ? 2ttsk' SrtyVa V 30 

^-skir LTSlt^ 0 

[0 2 8 7] «_htf> J; 5 (dBBE^n h ^/WSrW^S r 
r t %m HE b 1t « i? s> v- a >- 3r - s k Sr B» # f fc b fc * ^ 

5 0 *fc*«yiW"e«Bi 3 3 {^\^fc%mmtm 

< l^V^5ttRt>*bTl^ 0 

[0 2 8 8] 14 OtC^i-BIE^P ha/KOffl.aWfelffl 

^x^S 3 8 1 ti*t>XTy?S 3 8 4 |j:EI4^f 5^ 

^s/^S 3 8 5fc*5V^-t\ DVDyV— y 1 
«>«»6>tbfctry US: («*.M6 4 tr^y M ©SL*Rsrc 
££££U ^Tix/S 3 8 6t^yt^^ye e a-^ 50 
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2 (c^m-r 

[0 2 8 9] ^r^/S 3 8 7 TV*— y t;Va — 
9 2ISRsrc£r§>[f U ^^^8 3 8 8^^^ 

/SU -^s^S 3 8 9-CRsnk^RsrcSra^bTMlSr^ 
J*U ^f^S 3 9 0^Ml£«license_keySr;HV^ 

Ff^kbrxSri+ffbT^^^^s 3 9 1-exsrSMii- 

[0 2 9 0] DVDyV— V 1 tt^^^^S 3 9 2-CXSrS 

fib. ^y's 3 9 3-e/^yt/^ytv-^ 2© 

I D£service_keyJ&*6>lkSrtWU XTy^S 394 
T?r£>lk«rJBVvTX«rtt#U *©«§*&*>£>J&»C»3£ 

»6ixfctryh« (#IxJi6 4 tr^ M rifc^jtr 

Rsnk' I |Rsrc' k-f&o *T??°?S 3 9 5 (C*5V^TRsrc 
^{C^jf bfcRsrc fc m b V ^ r t U r (O^tC 

^t&bJ&lttU*. y^-/V^>t: 0 rL— ^ 2^^aE^^ 

td^lS-l-tl,^ DVD^V— V" 1 tt^-^^^S 3 9 6 T*ir 
^->3 ^^r— skSr^^b, ^fy/S 3 9 7T*Rsrc£Rs 
nk' ksk*aj|gbTM2Sr^6U ^f^^S 3 9 8"CM2 
Sr«lkSrfflV^TBt-f-fbbTYSr#, x^-z^S 3 9 9T 

[0 2 9 1] ^^^^S 4 0 0-CYSrg«b^— V~T 
;V^^M°x-<— 9 2Ji N XT*y7S 4 0 1 t?|ilicense_ke 

tr^h^c («*.«T6 4 tf^ h) ri:^#JbTRsrc ,, II 
Rsnk" ||sk' t$$< 0 ^Tyy"S 4 0 2T*Rsnk^^{c 

mm^tcRsnktm^^ i 

1 ^lE^/w^-efc^^ brsk' £fi£*i-£ 0 

^^^b^^(-^, /^yf/^nyt^-^ 2^DV 

[0 2 9 2] «_h(D J: 5 Ml&iiEyn h r 
n ^ Sr^fiE b KM (-ir V 3 y ^r-sk?r Rf b fc&f# 

#tty-^»»^a*««'t?*>s ^ t *$m-tz> r t 
fck^y-^flls^HWttofctcofciaiii-fey^ 

a ^-skSrfflV^fck LT%, ^tt^Stlk(cJ:oT0t-^ 

< i^v^tt«t>;frbTv^ 0 

[0 2 9 3] «_h[c*5V^-rf^. DVD^ Y 1 Sry— ^ 
/^yfy^y t°a-^ 2 t«f^ ^^gf 

3 £rW^ £ b*:^ V^tt^fi^y— ^ t ~tZ>fris 

[0 2 9 4] *fc, #« J f-«B*SSBW-S^SB^^ 1 t>, 
1 3 9 4^^^RR6>i", ffi^cO^X^rfiJ^i-^ wt^-e 
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[0295] ±^m<Dm^^mn-r?>y^^y 

-Mi, W&fj*?. CD-ROM^ ft £*©im&t#:£r 

Kf>f * * * £fcflB« L-OfUffl <S*& <fc 5 
[0 2 9 6] 

sex w*a 7 fcE«o*«ft!a*ffi. *sj:OTni#Bi 

3fc^©IMfc»E#te.fc*tf*, JRl©*— LKfc, H&BUx 

— * t » ^<?5^asrjsi-ff $at-^-r-5Sf 2 ©*— sv 

[0 2 9 7] ft *S 1 4 tcGtt<Dtttt&3tt1t. 

1 8 icfatt»w#fes*&. *sj:tfl»#su 9fcia*(D 

K£££fcU »2<0#— LKSrffiV»-C, »3 ©=*-SK§rBf 

£©fMW&a«rfTfc>*5 <t 5 r. £ «TfB t *S. 

[0 2 9 8] ttMi 2 0 fcE«©««tel->^^ A. It 

*©«i««ifrfc itttf , $ 2 ©flm*k3as»©*s!j5*-- 

^fcil SVK{::*t LTISgcSriSJB Ltg 2 ©^r-L 

Kl£/jfcU SS2©=¥— LKl£rfflVvTS53©=*— SKlSrBt#- 

WHHs$;ft/rv'>3SS 3 ©=*— SKI 3 J; 5 m bfc 

©-?> «t t)^-i4©svHt#^av'^7 i ASrii^,-r5r 

[0 2 9 9] ff *51 2 3 KttttOffifR&a&IE. flt&B 

2 7 fclMftCttttAfl.afcSU *5<fctffit*«2 8 t£lB«t© 

s£2©3r-LK'£, s&i©3r— lk 

i> H»te©j£^GMfc;K<5^T£riH-S«fc5teL 

[0 3 0 0] ff*«2 9i£iB*©ffl#^St3£e, |ft#K 

3 0 fcBflOWftftH&SFSc, *3<fcTJ5ft*«3 1 {CfBic© 

*»e>#e>^S*«lSSL»pRNGOOSrfflV^T, SB 2©*— SK 

[0301] m&gs 2icia«©««ft ! a^^A % n 

9S 2 OflMMaaSSBOWW^— ^ SVKK 
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»{HSL*pRNG(H) §rfflv>T, 0 2 ©*— SKfcWHHfc b 
T» *2©««fti3ffiB1lK:ea6U !2©tt«Wf 
(C*3V^T. $g4©*— LK' £ N S53©*— LK£, IS3&G 
©i»IB»:G"-lfca6<5v^4j*i-5J:5KL*:©-C, <fc 

[El 1 ] ##91«gffl Lfcfi? i/mm*sxTJ*<Dm&m$: 
10 [B2] HlODVD^u— irl. y-Tvwaytf^.— 

[El 3] BBE«kafir»Hi-*H"e«>5o 

[04] BRiE^SrfftM-rs^^ 5 ym-bt^ 

[0 5] node_unique_ID<^>7^~^^ b^^irmxh 

[0 6] m<ommm&*mwi-&i?4 ^>??-^—hx* 

20 [0 7] Sfe^ffi^BSEftiaSrlftKi-S^-f 

[0 8] ffioBBEtea*siMi-4^>r 5^^-^— h-e 
[09] m<nwmm%&mmir%?4 $>y^-r—hx* 
[010] Bf^k^asrtftiBi-s^n^^Bi-efcSo 

[ill] 01001 3 9 4 4>?7=r.— *2 6<Dm$, 

[012] 01 1<£>1 3 9 4-Yy^y^— ;*2 9 
30 SPjHBftfll^JSrSi-^ o*^ 0T*fc £ 0 

[013] 01 2 0LFSR7 2<OJ;5PjlW*#|^<niSr*i- 

[014] 01 30LFSR7 2<D£ 9 AfrW^WfiKfySr* 

[015] il 0^)1 3 9 4>f y^7x-^3 6^ffi^ 

[016] 01 5CD1 3 9 4>f y^^d.— X3 60i:*9 

[017] 010^139 4^y^7x-74 9 O^J^g 

40 m%7Fi-yw?mx*hz> 0 

[018]017<£>139 44 9<D£V 

[019] 01 ow^y >{r— i y 3 ygP6 l<0«J*WSr 
^i-y'n ?/^0-C$>^> o 
[02 0] 01 9<OT^V^r—>a>U6 KDXVmim 

[021] 01 O0D1 3 9 4^f>^7x- X 2 6 <Dft&(£> 

[0 22] 0100139 4>T y^^m— ^3 6<Di&(D 
50 «^J^/Tt^n ?/^0-efcS o 
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[123] 11 0<Ol 3 9 44 X4 9 <Dj&<D 

[12 4] Ell 0(Or^y ^-">3>SB6 l<Dffi<Dfl!/# 

[026] 12 5fcljR< 94 $ b-Vfo&o 

[12 7] 12 5^«<fl&<o^-f ^^-r-h-cfc 
-So 

[H 2 8 ] «*a3ffiv^y M><Dm<omtitm&& 10 -e$>s 0 



56 



* [13 6] {fe<BBBE^fcIftm-**^3 V^^-b 
[137] te^»EftLa«T»W1-**>f 
[138] fl&©BBE^S:RW-f-6^>f 
[B39] ft©BEiai&R58t5#>f§ v^^^-h 
[14 0] ffi<OBIiE*MSr»W-rs^-f 



[12 9] 128 (Oa«»>fc« 9 0 3 ©flMtfll Sr^-T:/ 

[130] 12 8<£>?njt[HjB&9 o 2 <owm^mmir^y 

[13 1] flfeOBIEteaSrWBi-S^-f 5 

[13 2] h7^—v?' hSr^-f-H-efcSo 

[13 3] te<OBBE«!«*KH-f-S^>f5 V^ir— h 

[13 4] CBC^-K<Olg^^'t-^a^^ir*fc 
[13 5] flfi<DBBEftMa^«i9"r5^>f h 



[14 1] tt*<OBaE*«feSrRH-t-S^^5^^-Y — 

1 DVD^P— 2 y^/i^^t*^ — 9, 

3 «^f>r^^SB, 1 1 1 3 94/U, 2 

0 ^r— *5^T, 2 1 CPU, 2 5K?>f^, 

2 6 1 3 94^fy^7x^, 2 7 EEPROM, 
3 1 CPU, 3 5 Y*74 7> 36 1 3 9 4^^ 
^, 3 7 EEPROM, 4 1 CPU, 4 7 
20 K^-f^, 4 8 JfcSI#*-K, 4 9 1 3 9 4^ 
— 5 0 EEPROM, 5 1 J*3£&^X, 

6 1 T^y -5r — i is a 6 2 ^-fir^^^^— 



[11] 



[114] 



4 


2 
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101 



DVD 






i 
1 


3 



"1 

11 1394/<* 







b30 
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Output Bit 
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LFSR 72 



[15] 



[113] 



Node_Unfque_ID 



101 Shfft Register 



Q8:oo{46:xx:xx;xx;x x : xx 
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